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The aspects of employing cyberspace in our contemporary world

(The Russian—-Ukrainian war as a model)
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Abstract:

The impact of the technological revolution’s penetration into the various

spheres of life was not limited to the political, economic and societal
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interactions of states and individuals. Rather, it extended to the creation of a
new arena of unconventional wars, far from the arenas of land, sea and air.
The new arena of conflict is the cyber domain. The latter presented a new set
of elements that incentivised state and non-state actors to use them as a tool
of competition, domination, conflict, and unconventional terrorism, to the extent
that it may move the world from various electronic attacks to a “cyber war.”
Russia is among the first countries to use cyber capabilities in the military field,
as it has been interested in developing and increasing its offensive capabilities
in this field since 1998. The Russian strategy in its conflict with Ukraine relies
on offensive electronic weapons as a power multiplier in wars, meaning that it
increases the combat capabilities of the state if it is used alongside other
military capabilities. This strategy also relies on hindering the opponent's
information infrastructure and its military and civil communications before

embarking on military operations.

Key Words: (Cyber security, cyber warfare, cyber operations, future

scenarios)
:daadal)

gl e Bl A glan A1 3 cdalgal) g ally ) (e e sana aall dia allal) Cige
Apabaily daabeshiy el Ly iy cJoall (] Ljlaaia) g Lkl sl e LS 8 \gae

coAT Lbal dunslpinly Ll

Cle g gally il gicually alad¥) saaxtiag Alall Bakes dujds Bl Cpall () (ol Clgall (1
Calaal 3aail ddajal) 5ol Aladin) s ol Alall Jiaalld dale 5j5em oSly cclilailly Jelsilly
3 ASue 858 il el Bodl) dusjlae ligicss Aol gd clgilac) g )5 Ll e Lalaally A1)
il Alingg (radly aall call il a g sallé (BalY) (ydy dedil Gugail Al
asghe ay ol 3 clglilisgy Leelsily cagyall JISET chaaas agh o))SY g Catall Aalagy Joall dclans

151



72 >aJl

yololl Lnlle (08 vl slas)l winbgi 2wlo

Cpa alal Linaal da 381 ) Galss o Wi ) & Suaal) dsallail) agyall e usiia ol
13 Laslie ly cdalll dalgall l8lall d 5o Ball aan ) L) Ggpal) ag V) saps
Slanglly bl g (e canal o cdilasbeally danslsiSll cliskall alasil o) 4al)
s ill LS8 (Jgall ddaally bl 3paal) Laslads Lsbielas 8 jolaws A sagaal) dd)
O Byl Grag cAnasall slaadl b LiaslsiSill e slaie W) aliig 4SA) el 6 gl
Slasy IS Anburall g pal) Halls Jas Lo e gibuad) sbiaill 8 duSeally Ll il

ssalaall Ladg doySeall Cilolaall 2aiil dlaeia¥ly 205 " a¢ dubhad) CoalliJodll Slae (s
¢l aasgl Ao VLA cilagleall adis = et 0K ol o = dohaed ayke (e cAilagledl)
Jia Al gaall dSuaall Basiall jaadt’ 8 Jiah dale ye Dbl dihal) jall asede Jady LS
e Glldg Mlegalsy ) baailly adlaaly 43l iy adaladg ansa aoatl adde aaing (3 LY
e Jasais AV bl (o o i (5l Apaa (e dusdi Cilgl) L dniag saall o e b IS Ay
Al Cilag " Adee & Ashuadl Gl ¢ Al e oGyl 12e mllaa 3 0sS0 Ayl
cmadl) ae LaagilSs aae Alla (3 s o "leally Jla) Gy Cidag B ol Cangy

Jaiiy ccpll) gl 8 L) 4o b gsnagal (3T L35S (a Cand) duaal b i) Aan
ainall Bl 80 ) 2y 3 cAihymad) Coall g AlIKE) (s3a) L Shuad) ahaY) Lulad
Yt LinslaiSilly cilaglaal) 855 <oy 8l 388 ¢ aY) (aiad 90 Tl (41 gai jgem (ar Y Cuny
s Duagilly salelall e sae Jsat 8 Creale LeS coalads dimlinng (Y] asgie A diiac
Loaga el 223 LalSoly Ly y e 850 copal) (8 dihand) cilibeal) s oy g yall Lgiadia
I adatiye dg SSIY) gy Jiliagll ol Cus i Y] peme 8 cojall Sallal Liagh ol
(o deo gl b gpme

t ) e aal) i aai rdianl) Al

Jsn LSl Loy gaall iyl s Alaliall cilalgi) e ddea 53Vl cuall oy oy
b 8 elay @llgs) cam Lo Cipa JSU dgaill gl dugaadl adlsall aua Shardl CalagiY)
Cleagl el dada Ly clalg) dllig ehyall el 3 ciay o) Ll gall il gal)

152



»ol2oll Lolle 5\ sVl juradl clas)l wanbgi ewlo
72 >l

R GQ‘XjM 3ace oLl C)J:.\.m z\:ub.g_.«.d\ QLA;@J\ Sl @:ﬁbl*.uy‘ JLA.AAS\ MJ&AS} cz\:ub.\:\_.«.u]\
HPMILS

L) dsll 8 ghally ¥ Gailiady Ao 5o & Shadl eloadll ciyils L -
4 allall

fleailiad s LISy Lgasete Cun (sa Al Coall L =

eadgal) bl cDlelin e Aubyuadl Cpal) cilicls Lo —

$AhS5Y) dgalsall (8 Lug) J (e Shad) sliadll Cadag madle La =
$A)SoY) — dacag )l Aabuaad) Coall Clagylin Lo -

oualall Juall ol e 810 Aihparadd) oyal) aan 2 Y e il daa b gllan sial) Aagd
Glangll elliy Ll dgall (o Caagiaall caylall aasl) g 4 gaal) adlgall Cargios i g )all
Lsg) ghrall ik G o La 130y G el Cibinalyally Cibusg ldl) (ya gtinlud Aasslsy dilaand)
GaY) e Db Joall e L Tangs IS8 @l Lhymad) qug all jhalae aclias ol ¢l Sl

PR

O e ag masiall sl alall giall (am Wi O5S5 0 dal (0 :iaall agdal) U
dal e Ayl malio obaill Jalaill mgiay biasl) mgiall IS8 dualall maliall (e 230 aadius
A aSally lbileal) @l Talai] Cayailly Ly ) Wgind ) Sl Cilileall dapl Ao el

Caden & Sl
tJY) sl Cpaat ¢ jslae A deailally dadiall Cpe Db sl Cpacal tdadydl) Cilasds
Al Cyall seie Jol s SE sl Lab cdaallal) dns) i) &l 8 Shaad) eY) o seia
goolal) Bl e adll Jsliig cAdsall dralad) el Ll e Lbelas LISl lgailad,
& LLSHY (rag )l el 9380 Jsl el peaall Lal edaliSo¥) — daag M cpall i
Aagale) SV — A I Cpald) 8 Ahyued) Sllaall s Gaelad) Honall Jolis Laiy <2022 Al

Auilyad) Copall bl Claglieal) Job :Geabadl gaall Ll o(fadiianad) cilsal g Cada gl

)<Y = g )
153



72 >aJl

yololl Lnlle (08 vl slas)l winbgi 2wlo

doallal) Aacia) i) (B e 0¥ N
aseial 138 Gaaal (s ¢ ) G asehe 4 Giulas () (gl Jlaal) Ladlal) duntl ) &) S
B¢ ol 11 Saal e d S g daabis Lana b Laalle Cagpha s Caelas daiand) il Jals
) gl 3 ¢ Al haangis Bass sllas Cpglig eV asghe (b i Cua Jhaad) jaadl)
ligie o Jgamnl) dues o g sT ol (g 20l 23 Laa gl a1 g (10 oailed )
ol 3 haad) G Al il A8 Gayb e g Tuagagl o Al lhad el Al
A dllee o) JEe ) Gun 321 e 2y ¢ alslally Slad) sanwie 150 3l Jiar el () asgie
A ¢ 2l Aal Allise i Byaalaal) Lmsl i) L) JAIs ) ) psgial dmag edaly L
Gigin i o clals At daale s 4088 Culon (e psgial 1aa ol A Sl Gujladl sxeiy o5
o G pae e Cualis sy lly Eanl ) Akl e Ly ) daallell il e el
e ghal asgie
) Y1 aggial aala Caupal s e BV pae Caa) b Cuealis ) L) aa) 5SS g
2 V) il e
Aige I amladl Igbpaty sl (sl Jes Lea 139 (S3a5 Shnn psgie Syl Y asgia o) -
Lpdall joels 2 Lanudy At uudl) Al a5y 898 asgas (el (1Y) asgde G bl Sga —
OaY) asgaal Sl ra Cuma 8sdl dal (e Gl 5)S8 dadlall Lnctl i) L) (3 Cransy llg gl
Agadaatl 8 o 3l bl 8 4 e
okl a5 sl G A e ki AuaBlgl) dupnall e e cplliall (1e dnge yoeda -
S Y gheall Gl S i o Joemnll Cings il oY) asghe (aexd b dubond) Jay 90—

a1 D)

alie = gy ¢ 39 SN L) Glaly cojel) Sl e B B sl aly el Y (Gl 2o Qe
) g SN ) e 8isie il
https: //accronline.com/article_detail.aspx?id=31557

‘\GL\.L:“ULL\S\ )\Ju‘\)ya.mcl.b (4\.1‘)\.%4\,«&\) @Jml\ 6_1_3).\5”\ w‘}[\ﬁgéueﬂomu@ M\e!u.u;\z
T1= 2017 ¢yl
154


https://accronline.com/article_detail.aspx?id=31557

72 >aJl

yololl Lnlle (08 vl slas)l winbgi 2wlo

D By clibally Libagheal) Ladaily S dlang Gl Jias el Ga¥) ) Jsile okl il e
3 gl dgaloal ey Al LadaT) s ) dbead) Clelialy ulaa el Jlaald eyl Jos
b YLD Joal) stV Clngat m Hpaeedl s ' ) ¥l s )8 (40 al) ) e
L) )Y IS Clagall desana” 58 20112010 alall LN 6 -] clalad) o o
Aaad) 5 dlead lgaainal (5Sa A bl clupailly shladl 5l cllies dagasill teabadls
o) ailads Aaud o b ) sl 3 o) ¢ addes % Cpaitiandlly cllasiddl Clasasa
PN ) ee Dt ey s caalall Bl b 5l oyeally

AT Al daws i dadh ) sl o ity o Hpued) ) ) s il 13a Jasy 2 S patial
Jsal) llima iyt 40K e Lascl¥ Al A LinslgiSally (1Y) 4Dl g sl s2bows aals b i«
G " Adgall a5l (Y " pggiar S Bole] bl lls i Cam ¢ langiy ) ) L)
Dl sladll a3 o) AT dgn (g ¢ lgie gl alas dlady adinall Budlel) il dlens Jing
Lo 1aag ¢ ) elizadll el Ugame Jasiyy Joall Aol ) V) e ¢ 390l Byle Ludle dales
el ilogbeal) adinar el pen 2063 jlalie 29 e Laseld calladl o leal) (53 Gl Sy
ealinl) e Hsaio1 o) sl ptan 8 Laga Do el ppead) eliadll il 138 Jan 3 SUAD el
U] (b Aladl ilenl) 35 8 g Dyesaie Jlanall Sy (5l macal 3 edlpall Bl 3 1) Ll
LS A sl i€l Bylandly oSl ol o huad) sladll 8 4063 5yl e alaieVlg celiadlly sally sl
A langl Gl bsjase ) sliad) il 3 adgall Lee W) 55 e 3" L) 5530 " st
A1 aals WS cdpnstill Caally (ol hhaiad) Talially olall (gl ifally dlliadll cilasledll iy ddadall
Al lescsall slisg gl e Abagl IS5 Aleng edl ¢ 8 ciladoes e Joll (3la) 535 40
Al Lgulaal

4 Las JaeS ¢ gl e sana Ll j95m haad) sliadll ABlay il 138 Laci)) : GIEY yiial
Gleldl ol Joall s e el G elow lladlly asdll (a)lad (e el (il (el (el
Clelpall 853 ¢ L) (3 Laa ¢ ) Joa) Alggusy 3pall e had) sliadll (5 (e @lly b ¢ cadsl

3502 2017 diladly 4558 Gigadll ool Sl gy ¢ geanll Geale Lohped) ¢ g 2V
182 2008 (VLD gl slail) i «NLaN b =Sl calad) ccVLadl sl a2
oS s gy B By 3 sl 5y el oY) (lall e e

155



72 >aJl

yololl Lnlle (08 vl slas)l winbgi 2wlo

Al Loy ¢ ally agaglly landl sl <Dlial gla yselag ¢ (panlgaly culeld) e (10 5L3lly Lalycd)
Jsemnll da) e ¢ oally sl Cpaginsal (pann pasad) il apasad) B9ally abyuand Liasgl) Blon
Aoallel) il Foud o Yaial) ol Fanlses gl Dbl ol At Canle o

L1 L i Al An ) Rl J31s sl 0o psghe sl e el ) il ol s
(el Jaae 335 g sl Al iyt ) den (DA (p llhg Ailagl Anbimall psgia pussi .1
Al lsal) lias dles Glaa ye Lalh)ll laca Gk (e

an Al Lalynod) gl gt Al Lowd Zalagh Joll e 5332

are eVl sue alae I e o) (Kadl (po s llly gl Spaalall dlagh Jod) il 52453
claxdlly aled) aaygig - ) blee jgual Cusw ¢aY) p2eg LY

Aoallal) Znalpa¥) ) Jahy cilehyally clelill sas se by Cainll C¥ e 83034

(b)) patladl) (JISEY) (asgiall ) Adhmadl cualdl Ll

P o ) eladll b a3 A pall @l o Lhuad) onll o) (' 3he S el
A5l e liyg daegan Jlee) "Lail Lhuad) Copal) Coyat LaS P'auhund) ity b
093 e sl Agally dgaas Aol cllga o) Joal) 8 e Laadyl) Il 8 Giaas (ASiSIe 5
e sl 1385 'Kl Ladaily dagall doidasl) Agiatl L) Cueat Hlalie o Jaiing edlsal)
a2y cadlaall uila e Atintl) Ay Aaddyl) SN o il (e Alle Ay bty g pall
g Guly Miine 335 L o Aahaal) g nll agh (K LS Faaleall Cils e aslyiil

Claglaall sz 3get e i LS cLlls

Aol Znil i) bl el b S (1 caanal) agll o) blliag L) Ciall (aall o gose

T e 2022 (ody— Wil cdnlai@y)g
2 Melzer, Nils. "Cyberwarfare and international law', 2011, p.4
3 Shane M, Coughlan. "Is there a common understanding of what constitutes cyber
warfare?, The University of Birmingham School of Politics and international Studies, 30
September 2003, p.2
4 Ibid.
> Ibid.

156



»ol2oll Lolle 5\ sVl juradl clas)l wanbgi ewlo
72 >l

a3t ) (g el il 13 "Ll Ay ) oyl NATO Ll il Ciynss

"4 Tleall 4 si:zA\\ a4 .A‘:Lu;_aj JSS“ \ s 4 :Luj 3 AT 3l el A y\j

-

Lalls Jaat Syl eliaill faia &€ clilee "Lg) (e dshurad) Cpall oyt GllS!
tacled JIKE) 2D 3 o (Kag ¢Lilagles

s Loy dalall ailgagiy oylimily adalad Jon saall cililig A< (g 431033V Cilaslaal) gan —
A ol
Gl gally diail) adls ddasyal) el Lald gaall Lalual) clilally 5iguall dalail daslgs —

adaally G Saall 4313L8 Calaaly JlaiY) S)yas

Gyl gl Ll 50 Cagdslly Alpally dalal) cl€uill e g laally dg s Ll Ales —
2161

31 lgie (pailad Bae Lo duilmd) wal) gshig

il Ao IS N zlias Al gyall @l s Zahuadl g pall o) (4B Y Gy -1
ysdaiall LS A Aalll) gty g (gyal Aga I zlaas ¥ LS e DU il
LAl W e Dl Wada luags b dal (e cclilhally

By Aaaly duliadly aalgal) pichy igyall Cre gsill 13a 8 dasialy dibiabls aalgall aiai -2
(o i Gl aalgall Loy aiais Ly de yadly 42 5hally dig palls jaaii g8 cadladl) o

Jaaally 5)aY)

iy b yall L pal) Fusns sl ccgpadl L Ll Lgesnd g 5S) Conll ¢l 22 pusls cila 1 !
30 = <1989 2L ¢ gy
(ol sl At ) Gigadly cluhall LY 3Sa updially (galall QA 8 ddiieaal Cag al el a2
57 4= 2014
o 33N psngll 8 Ay Asall B e Ls ST Coal) el ¢ JByd Apua cupt o
97-96 a m 2020 2332l (12305 al) (y5ilally Anbondl 5183 laa o(CaniSice g ) Ol
157



»ol2oll Lolle 5\ sVl juradl clas)l wanbgi ewlo
72 >l

O gl 138 (8 (o3 4l 5Ll Coyall 8 dkndan 5 (63 g )]l asghe dan ol i )l 23l i -
2aad daaiiaal) e Cis Dbl g pall e Gl Y Ali) 5l Qlaall g 31U (g )
g 3 Jsrie 2l Lo 1aag laaa)l sedl )z Uisy Lo Lgiag  Jlall a3l el Lyl cilangll
leld Lajiiae dastie cud oy (Sing Wytae at K Y Al YA e iU @l WS cali
Ao 3 2 i Jyeal o) el agdd 05 Ol masSa e Cule W g3 8

sl Calagiuly b pematy ¥ Lhymad) cugall Shlie o tdaSaall Gilaal) jlalial) g -3
e 5l cddngtiaall Glalll duliadly dnanl) ) Cangiad syl g @llia Eun do)Siial)
GlSud Cilagials dacliall o) dudadll ) dilall duleal) Glinaly oSl @ilSud g A8l Calagiul
s Lale Jhal ) Jles o) chladl ) 5355 ) Jlee¥) e gty L) plailly Jail
Slagladl) 8y65 4l cileag (3 yodaill Al Cadean Byodaia A D g yn gh tdad) qua —4
gsill dape b Cun cilS WS clgd Gatl lanaly duysnall 813Y) il ) g 7SN gidlsss
Ligoal) mlleaall &l oyl Aty Lghalii)) oo oLgibaiig Lghilung (8 paiasall Hglailly Hl<uYl
Alay) §jlcaslly Jall

Tob Sy cdalpall dusbanad) Mol Ao cilaehailly phalial) (e saad) duilaad) g ald) sy
LAY sl e )

Lo 1305 casmgll Joall & & Sueally Aiaal) cliial) 6 pe Lo :&ifpmnad) lalial) soluai —1
aailiid Slase 830 ey agagll e 2w oSanl) g cilina) el il e i

AL (saly 35l LYY 5,08 JSn sale] o ) slindll Jac :layLaIHg Bgal) jujas —2
cOmdania Cpleld oy Beall Hlaml

Jiae o8 skl Jie clalad¥) (e paall @ 0 HUY) 138 3 Sl sLadl) 380 —3

Auclhal) o) iy ¢l el Blaw b bl ae bty ¢ el Ga¥ls £ lal) il

eladll GlaY Lyl 3Kl ¢ alladl el @banilly cuhyadl) ae luai syl (g all c@alall e Jale !
https://accronline.com/article_detail.aspx?id=28395 : Y1 g SNyl e 8ydgia ¢ g 5N
158



https://accronline.com/article_detail.aspx?id=28395

72 >aJl

yololl Lnlle (08 vl slas)l winbgi 2wlo

ol ol sk Jlae 8 WA s Jsall 5 aYly g aly dinall Siead) (sl Ay

Al igald) Ja0s Al

iy Ghgual) Cuaad e @Iy g 1 gall (gl (Y G (lad) sliadl) zlad) -4
Gyl alidlly haall g laally ¢add il ciling Aalily (Abd) g pal) 3 diaradio Clasy

Ahuedl el a3eal clysliall syl

Loa Lyliac b cilagleal) Cya daaslia) Joall (e aunell o s i) Gigpad Sy -5
daid 5l lbiay (e el Aliid) S mal el jiiae s3n0 e ) 6Sh) Joall (gy5g ¢ siienall
Aagled) e gl 5l Ja e ol Ll

A = Aoyl Aipead) cual) gl WG

Led 005 a8 ccdian 1) AoV — drag )l & Saal) dgalsall o Ggralandl Oglladll @yl Lalllal
Lon g ) ALY ghall ey of Aiharadl (8 Gomaadiall dhas Cm daihuad) Lglielas
2014 ale die lallaa Caeliaiy Jadlls Sl <y (Al

i) 528y adanill Coeag Shuad) G Jloe (8 8580 e e LilSol Sl Laty
Lihyaad) 2l 858 Can€ @yat cdlall <l Ay YT CVLSH cpy Goaiil) (adis 8agaaal
@l &2y llg &l Blagl) aaatg soadll pardild il pa Bls (A Llla (89 s )

25099 a1y sasial) Sl dualiy cplalall e yglaally

G o die Gyl e Case e gy Aiaalf (e Alialsia dabuu Cilangd LalSl (e
2y ISl Glyialy g S el maal s 2014 ple 6 ) Boje 4nd Suise
e Veia Alladl lagbeally cilaslal) iy Y Laaiylg 28U 3dhe Judaxiy adlgally calilyl)

Sl gy O glyal

159



»ol2oll Lolle 5\ sVl juradl clas)l wanbgi ewlo
72 >l

hicleds 2015 52014 cale Ba Wbl am g ) Eahuad) clengll 3l uady

@ Clgea¥) se sl I Jsaagh (e Cag)l Osaibual) Osenlgal) (S 2014 dle DS o
Gillabud) laals dig 5N Ol jaexs (A (63 Laa calall wllasiy) dadie Ll Sl
gy a8 e dalSgY)

Cared ez 1) ChLATAV L Aadiye desane ) s dulee ¢l 2015 Jul) oled) i o
S (e g LS e (A clelu saal AloeSl) Hlall g Uil 8 g S asaa
csim asad Ge aali Cigyae adiad Jof 138 oIS

Chlasu¥h ddasyall de ganall (e 43365 (52N NotPetya agas a8y 2017 ale s @
Aig XY ipnael dakil pan e D10 e s o bial b zeanig Ay I &Sl
Aihard) Cleagll ST (e Baaly 8 allall elail paes 8 s o) U8 5lia el Ay
e Y53 Shlile 10 oo iy Lo allad) elad] auas 8 IS5l CadlS aenlall 8 e
ASopal il Gy ¢ jilaal)

oAb galiyy JS5 (A Auddtia lia by (e Microsoft «ai€ 2022 ulu 15 4 o
Glusdag ol Adalgl) e g A Sl calabaiall e cilydiall Cargios (WhisperGate
Sl G Bagagall ilagheall LinslsiSs

Ol GAC 8 Aime Citillag Jopdans ) 35 58] asae @ 2022 w19 e

MY ageed sl Gslgiall de o day 12K Laallal)

LahSo¥ ) L ual) KAl Cilagiad (e g Sile i i€ 2022 plyd Ll 3y @
gl 0¥ Beals Aasipe Lol sy A sl desana J (e duasSall ISl

Al Gleglea) pany el ) Cangs 2021 usi€) die Cilagia) 13 Ty

0= <2023 (1L sl claball o5 3K5e cladsas 2l Ay M AV bl Cagpall ¢t dea] !
84— 82 (a
160



»ol2oll Lolle 5\ sVl juradl clas)l wanbgi ewlo
72 >l

2022 LSS s ) bl 3380 ¢ e

Olabid) sine a5 ¢ g5all U LahSl Aalall Ly aad 3 Ly Dl i) sliadll aay
Jgo (b Auie bt dden 315 8 Loy o e 2022 523 8 Gaig > il gV
bl cDlas 5 ladd A ayee gt LihSol . 53831 Byglaall (g )s¥) slas¥) Jsag aadall
rS) Dbl langlly cciiginY) e oAV clsilly o lany) dualsill dilug e o leal
Aang ) Agally (ysdatipe Aieald Tige Lgalas ol el (o hnadl dedes Lupas ST (s )

oylanl) Calaa¥g AalSeY) dagSall
Gilyiel e Dl s M Al Sliby i) CauS 8 LSl st Dibaia )l s
aalall Ay sl 55al Talawiad (LSl e dluigny dlawile o) Jinjsgan DNl Log )
Jso Cae (e g S et Byie g ps¥) SaBDU il oyl Ay S Alana¥) (338 Jusl
Gl cali dlls 3 (53Y) e las¥) Jualgill b5 dosnd (oS (LilSsl sac bl Lug yol
elyinl Gaeall (e (sS40 il Dl (8 Ly (i (e pgilaie alasiad selaf sl
laglaall Cladine Loy .l Gutly ahyaali Jie 5pgdll Syadiall calindaill yie Alliadd) cilagladl)
zaall e csaliadd) Glesleall Cles (e A gidal) Cilidahianll e ST Algjae Ly y Jie dalaall

Ny Louliia 5SSl cdnal) Joall J (e 8aliae Lol Cileaa aani

o LibSol (o A paaally asSall Cliasgall (e 2aad) Glo caaly agn WHSSY g3l 380 s
o Olangll s3a il ¢ Sl (WY1 i Gy dejeal) hleadll (ymdy cilana (e (A1 dlga
L) e Hermetica Wiper s cillul) musal jsdite jlia galiyy cndiil sllae 285l

2022 b Chaiie & Candy Ciland A Lilsidy LY 3 L) ey b LS L dbagiadl

I Oxford Analytica (2022), 'Cyberspace will be central to Russia's Ukraine plan', Expert
Briefings.
https://doi.org/10.1108 /OXAN-ES267528

161



https://doi.org/10.1108/OXAN-ES267528

»ol2oll Lolle 5\ sVl juradl clas)l wanbgi ewlo
72 >l

gl il elae Llias (ug) Al B (e A sSa adlge digdilg ddide o2 Cilana Calaual

!.WhisperGate o 4lis L

Glangd) dadld i) i e (o) JS gililg Baaial) l¥ol) dnpall Joall dast
) way ASlaal) b A gaad) dail) Al iS5 Basial) ASleal) dasSa Cinial G iy
Jsn 4 Slaglea (ye saaiall ASLaally saniall LYl o b ()l o CadSy (A<l
asagdl sl of 1aS5e clgalatin) galal "Cyclops,Blink! sial) dowgyl diuall il

Al e g yhae Sy

Ly = "L A1 e o) 55 A SV Ll oF P01 g liad) Bl <),
asaell 05 O Jainall (rag - Jg¥) alial) (& Ceall (e Yoy — ALl LiysSy gy cnally
A pad) ¥l Sy ¢ oplay S Al A6l T i e Caad dwm bl g 1) Sl
giall Lo il NotPetya 5Ll zealll atioal (o3l olld (o (Jliie Jid (e Losn ot aalss

2017 sle b

28 AagSall 3o SV aupll 30y idasl) cule shaall Aalia alas o)f £oailsl) LasSal) calil Loy
Gt ol 5Sg (LlSHY gyl g3al) e Al ALY (DA Lhuad) cilangl) 3 Leli)) lags

%ox5e i gl Dyl o ) Ll iy g leld dga (6 ) ey ilangd) sy
L jall Ayl Calaall oy Lo e clS ZahSoY1 Al ciluoegally dasSall o (e a2l e
Gl o el — Lalgidy L 3 clSell g i — doailed) Sl gl 6803 diasy )l

DSl e aed p Lo ) iy Lgilatg dansg Sl Apuad) dlesl

I Oxford Analytica (2022), "Russian invasion raises risk of cascading cyberattack’, Expert
Briefings.
https://doi.org/10.1108/OXAN-ES267563
2 .
Ibid.

3 Oxford Analytica (2022), 'Russian cyber warfare could result in casualties’, Expert
Briefings. https://doi.org/10.1108/OXAN-ES267581
162



https://doi.org/10.1108/OXAN-ES267563
https://doi.org/10.1108/OXAN-ES267581

72 >aJl

yololl Lnlle (08 vl slas)l winbgi 2wlo

oLl cunidal Lija  pilaall s (3 sl slime] e Tarall W Loy )V i) BLaall Cangay
CilaaY) 2 Baliad) A jal) Al Slangd) . agin Basgll 5ieal cpag ) Al ailia
& Shlal g5y dallaial aa by ) G0 aliiall ye V) had e 2 LiS] (AiSas G )l
ol S Jals gy (S asad eha (mg)s¥) AladV) Jaly of LabSl b caiadl) Cagiea
g S Ly alagiad (e

(2022-2021) A0S ¥~ dosg ) cual) (B Aihaanad) cillaal) : Lusald

i i) dawa. 1

G Lladial Clasten (N Ysums TSN LaaD 5Su @yl 82021 ojle 8 langd el ey
o 38 Sl aas dal e ASEY) kel Jlall 8 SV Judless A0S 4 Ksel) Sl Alea
32022/1/14 5 s psndd LSy Crcaps Gl aas e 5l Cals cliael (e 2i€adl) Clagledl
olaas & ally ) (udana Gl i g din) ey daasSan gl w5 L S Ladse 70 5o aagind
3.0y Baniall NN Bl Aiig SN adlsall e Slals e fioll e amaelly adeilly Zam N g 3ol
Ay daasSa sy aumy ouded QU3 gag) 39 7SN "Dl pse Cargial LS pisadly saaial) ASladlly
Lo e e (ool cilendy ilyal) el e il (4halgsdy Al sl duadd il O
KoY L) A8, Ay S hued) 0aY) Sl by huad asagdl 18 e el ol
[2/16 = 15 cags & 39 7SN DS o lial) 839 g (iays ' Cag pah ohilie 1 )l Joal i
Alal degundg albad N juds adle Al jekiil oo el jaiad Gonne jt s agagl 2022
S Alaa) I LS ady Las dmapl) cladl] Conaia Jalis GLES) (e (gpenlgall pend 3 (i
L g ) Al " ade il Lo dgilad A5
(o Aansed LI Aail) lsesgag ApasSall sl (e ael Ay S adlge 52 Caaye 2022/2/23 Ly
L SN algall Gl 8 Las Jand) (o dtlS) A SN aflge 10 aBgml dosal) darill (ad) Clana
il ase (e (S B Lol ynnd) GV eyt (o) LS (bl daally A lally ¢ Bl ol

108 Lo 0S5 G srean ladgai AghSEV) s M L) Al Cogyall ¢ gat aeal !
163



72 >aJl

yololl Lnlle (08 vl slas)l winbgi 2wlo

50 @& L 4la) " Symantec Threat Intelligence” 44 <) 3 cddagion (sl ufy FEWN N
Ll e jlia cxalipe 2SSV A lasusgall (g2 b LT Ll

4 ABE o laal) Jualsill ciliaie e 10n5 LS 39 5N o ) 38 cupaal 2022/2/25 i W
Aala 3 clibes e Jlasy Gibalsall 39 AN ) Cppglic AT 1 0uahSo¥) i s agaa Ty
285 (UNCT151) el antd) Jast Glliial (e e gana e aslll cillald) call G ¢ " 53830 5
C9lSY) ped) Y] slgione 38 LS ¢ dhisisa o oaag Dhall Gaall 8 ala agils lagliac] Coay
) B g pall IS (st Ly Dy (g Aiealp ) (CERT) Zussadal t5)lshall s Ailaiad (3058
Jsaslly sl il (1o wyall Ja)¥ A85sal) cpglinl) lds (ygariivn LS ¢ Gl So¥) aginll g 5}
2 sl Clagled) e oS L8 )

cliia S (e Baaly Cangid e agas Tbal e WSS €6 2022 dle e iyl jed 3 by
e ebeS) e Gl S Gl oy 8 asagl) 138 (4o Cangl (IS8 g gl de ganna g I 3L
2015 ple axtind Gud zalip (e Lonadl Aaal) 529" jug il and adde G3llay Gt iy 3ojha
Gl 4y Sieg - elpgS e SV Jliall (e CVY) i ppng Dol 8 4 8e<l) clliial) 2
a3 LSy e by o4 ) A claagl s 52022 als el gl s LKoY g )
KoY dasSally cpiinad) Gibalsall o 8i5al g dgail Al Cangiud Lgie %32 s clasaa 40
Alinal) Corall Ly Joia¥) aveall e cllengll el candie) 3 o asdl Sla@ly SIS Gaually
L Apared) llangll sy Aooiiosall Bilall gyl et LS elmsloi€ill cilaasl) jarie Cilagialy
3 \gilisS) eV sy

e Sl Lgadga o gy (s pgngl L SY) dugsill A8 dosge s 2022/8/16 A
Gl Gl " e gane caestind s ¢ LSS Cigin 8 Augsill Lol e Jsn il 83 el
O ¢ Slelu ED6 Badd g SN adgal) Aealgal il Cagagy (e 7 o S Jgn danag )l " nld
35 SN sl danlgn () Lganiio "ahial Gk o " el ) Gad) " Lgied 5L cac

1090 cdsis jraall !
11002 083 Gaw yiemn a3 2eal
A1 o cdsis el ®
164



72 >aJl

yololl Lnlle (08 vl slas)l winbgi 2wlo

"Goagill (S SV dgadl " g ans Cion I Gl g e ¢ RSV Auggil A8l Aol
L and el e S

gl cigal.2

2 o olindll b Lagin aenal ghhual) 8 o) (o dlen SV (ong I i) il

b 8 leaall DLl 8 e gl b o) Al ) 2y AaSoY) dagSal) a1 g SeY) Al |
2y ¢ Al dnl e (g sl aia o) eoadl aleas alidlly al (e dygal) Aaal) dnd) doles
b ) G DlSHE (e dva AL 2022/2/24 die Lnal@l) i e gghail) s el
852 Crlginnal) (mmy llal sl " Cyber Unit Technologies " 4S54 (giaie 49 ¢ caS dacalal)
Ol 1SV g N il "5 Lo il el e sl (il A 39 85 ¢ A5V ¢ )
alacass S cplliadlly  puad) G et (pa alla sy ¢ Ll e ) ¢ 8 3 AS )Ll i)
g A8 illane Jie a4l Clang (e g lial) duelds Aghua Clang e agans dal e
i i) Qe Clides shal G SIS Gl Bacliaal) Luagaag (g ol daladly sliygs)
haal Gy ¥ S pglelail) (g Gnal) Al gione LSl Aot cppatiiall e o 38 Jadllag ¢(ns ) sl
cpin Oug )l

) e il 8 panedty S Aals (38 QS ) agp) Al ey 4n) 1) Al
Mo Dhe) A Aalf 6 (e AisKe B " o 2 (2" Al Al Fingl gy LKoY A yuand)
e ASY) A Kal) Cagl) ladia (gaa) Ll ol il LS (L850 A0S0 dsasSall aloall (e
by AhSo¥) Guaall (& QB dpae 3k 10036 20 g AN aul) e g YL dlisial
S phaails dsacsy g S au Sy sy S cillabodl il syad) L) ol 8yl 5oLl
o il Cings A 3l a0 (Mail.@.gOV.UA ) & iy SV AasSall g5
Aes Corca Lalas (4

lahlly Sl (gpead) SSal i Sas (9id e AahSYI-auag ) ) 8 Lhuad) bl ¢ ol 522!
615260 (a2 2022 15€) (Jg¥) aaall cAaiil )
6205 610a ahd) rad?
165



72 >aJl

yololl Lnlle (08 vl slas)l winbgi 2wlo

) degand el cugas 2022/2/25 i :Conti Ransomware ' iisS " duadl) galy s gana.z
daalgay Y Cpdla (ing dang y5¥ls ASuaY) ISHEN 5 Eandl pealy s gl Ve b (0 38
i) e oSl el Lgae s de gaaall @l ) L eds) S aig I opall e o3y 13 (plaj<U glac]
G o (Se saall Al ) Calagia Sl Lag e A8S olatinds Bagaie " (i saaaDld " gl
Buae” (5293 (e cS) Jsia (Bhams (g o L Aladil (b alil o) busgy o (i asna
e el gy cbusg) 3 gmse" S degane (g0 leim )" ) U AV cible” 4558
Gl Luilysl) Emsisoft 4S s Slangill Jiae " S cuy! Ll e cdanng ) i) el dadig
AN b pinn 8 LS s Al Clangl Y S0V Athund) clelil) A Ledl ) S
dal e " rnd " el Jualsll adse (N Jsash Ly ) i L 1o laial) Jualgil) Jilug.
Clijag o luaads ) clially Q) Ggis gl b Jg¥) shls dla (8 ¢ g ) D) dles
AV sl dals e o " Slgsnd " a1 358 I Gacng N 358 B mafig g M Cpilalsal
daaSal) dnguielill Zvezda sld " s RIA Novosti 4e Sl oL A0 " Lgiag ¢ cplaySll (e dageadl)
JHisal) (gaiail) Cala) Lwgy g «duals (" Gazetauru g Lenta.ru. cplojSl adigal) 43,LaY) adlgally
Cilagbeal) Ay L) 408 Aolay) g0 " can€) 28y LA dals (e LilSol aum Lo 23085 b
el mag o 090 2022/2/25 6 2l s Jiawe el il o) Roskomnadzor " Slel
2 Wline e ddle pay el Sl Ll lileal) o A el 2l adyy cullla LS (s yal
sl pe Jolaill Lol lilee 3550 il " Gae " 45,58 O JSAL psal) (e clgde alaie V) AlSd) p
Al il Gacsy g Cinl) e s (63 LSHL (alad

Clans (3 SANAWOMM cavs baewg s B o sy = Sl sl s el 28l cilaall. 3
dul) el ) ) QS ) ) Ll CaSS By ¢ Ayl AasSal) el 2019 ple e Ll
daaiidl Watchguard 4S)é sjeal Ciagiod &l diaay sh =l @Al o CISA 45,091 dgail)
Aol lana (gl (e Aty FEN) ISl Alan (6 Lgisaal Jaa g eyl lanl) (fna dalad 3
e Nl e 5ylag Allad cully Lag 2019 bl die caygla 28 L) dmaydl o N 1g)ldl LS daja
M) (il el reang - sasSall g Uailly JlaeW) g Uad & ady (3lai o dariiendl) 2S5 5gal
Lo ey 7SN ISl 8 dariiend) dlanl) ddaif o il doma ) (i Syman Al ISl Jals

166



72 >aJl

yololl Lnlle (08 vl slas)l winbgi 2wlo

Clangl) 038 Bshas Jiah M g SN I (e lgr daslty Loy dnadidll Cnadgal) Jada 5 ge ) 3o ranay
Aldne y Aoy asdi o ecaadl 535 I ga5e Lo ele wige )l G ) e dgags b
Shaicsa (Sl () b el L) Jgeash dean Lo el Ll gl ) Youas

" N 2022/4/6 & LSH i ) Al clangd (e 2993 dhiag I CHLATY) 4ol 9
Lalal) SV Al G A & Sal) plial) ANSy a9 ¢ (GrU) Bangy Aiall b Strontium " a5 jic
i) e e (Ao Blarad) e gy Sl " A S 285 ¢ ung ) AaDU dalidl) lgall
ey cluwsal @l 8 Lo ¢ LahSe¥) Clasgall cirgind ) clangd el (b 8 ol
AalalY) I Jseasl da) e ¢ (29891 Sa¥l Baniall SV e IS 0 SA SDpe daasSall ciliausally
NSy S Copall Ay S ¢ Al Cllagheal) Cupdiy copall oS aca 05 dagiad
128 ) didal) Jsally saaiall V) (o U< AnasSall gnell il (317SY Wasgs duwag ) Cilaani]
28 Al clelaal) (mmg (5242 BdaegSs je CNISG gt %12 56 daasSa IS gheai ¢ dabaia
Aahlan ) Clagheal) aaal” SSA jShag ClasSalls” alls dla i dad Claghen Ao gyl
- panilly

A)S) Agalgal (B Lgy B (e sed) cladl) il eadla.3

Ll B DA e LSH dgalse (8 Gl sl by ) Culag medle ) e casdsll (S
Ly

Claral) caagind ) &Senl) @lons Gy Uskin) dithuadl ilangll busgy Calagi Jad) scilaagd) cpalfi|
Logaa Liowgy i a8 ¢ ouag ) Jeall 3 SSillg dunsl V) Calaal) ae sl ) So¥) Lginl) ilassalls
<3y Wiper bl daule ilia zealys aladinls LSuall ddeall Gl gl 82022/2/23 8 Wiy

DLV eVl 3 Crenla WS ¢ AgSY) AuagSall il e sagasall il sadd FoxBlade auly
2022 Sojle d 8 (S0 Sl IS s il ¢ S Gl Ja Cingy " cluld " Gelial)

S gl Aupn s ¢ AASYI et CGilaa) juas 4 e ang ) Ghead) (Dlel e il

6304 62ua cb)ﬁ G Yan ‘A;G'-A\ B..\:';) 1
167



»ol2oll Lolle 5\ sVl juradl clas)l wanbgi ewlo
72 >l

s sty sl SYN 1y Jgagnle Linte Arcag ) ) iyl Laing ¢ LS 8 Anguiphil) oY) 2
Agiibilse oo AL LIS A0SeY) o oSl Lagia Aina) (S (55 Ltige (alddl] aa) 4 gl L 5<)
Coal " Ll DL (s aieag Lo ¢ Alliad) Cllagedl # s Ly Cailag :alliad) Aol
Ulxa (W) Cilyaall Bl o Cae A g SN 2lly Fpeaill Sl e Aingll TSV daaag )
Zero Hedge Ligae 8 Oslsiad) jia 25 ¢ (58] 55 pady Gl e cualeiad A0SV sdll o 356
Dy Augacas ASpuke 43S Cladl (e A SleW) g Witk g Adle s < lieg 2 9008 abalia (g
G o8 oyl (e ey e lilaa) oSl et il L) aladiudd ¢ Sparal & Susall ually Ciial)
S WIS %216 32022 sder sed dilf in unl) ey Sia Alliad) duusg LAYl dleal) Ll
¢l ey A Caa g laidly e asll A Aifise iy Bygea A Gl ¢ Bania) IV 8 %82
ey Bl e Lgidgy (DUBY Al claidly o lan) Jualgll Jilug (Ao @l 8 b ) 2y
a Ao Sel) Lgilana (o aiatg ¢ B Wby pdiat ¢ Ayl dasSall oy A sl aflga alasidy
(A 8 A SV el
U9 o Il (K0 2022 sy s sl i S — Zcug ) Conl) Ay i lblagind Jis) Jgallgz
Lalsady LY 5 elaiadly zmig ) Lgtag desg ) Aibuend) llangdl e SY) ameaill e sl Cals
SISty (gl S e il Dpas)ll llasSall e cilangdl @S 3 ¢ LSy mgadly Ll
il o Mg ¢ Lang ys¥) e laa) Cnacal) s 2oa’ dlana 8 S Lo 38U (53905 Cilasleal LinsloiSs
goa) Caned LS . sasiall Vsl Gt A A5l 3 (LISSY duSusally Aslud) e lusdd) ansi 30)
Ol i ey ¢ il ¢ Bally syl 3y adge ladd g A Aadl) (e lojall cilena
il oL ae Cualills grdl) &y 2022/4/8 & sl Syl alel " Sy ppansled” SHY)
Al Weloa) dug ) duagSa 5illa (3l 8
st (e L€ By laia s Aasg Il ST N9 Aemil) e lon aiai syl cadl.
80 s b e g ¢ Alia cilaghea o Gunailly dmapl) ciladeill g3 ¢ Bl galyl
6 Sslan Y Lad Joall e e a8y i)y Bl sl il Cllana g LSl agen pedl alle
Osiblsally ¢ ((ouad) Ladggna penl) gl o dll s 4 daide S84 Lag) Clngiad LeSe el
e Ll Capaal) (o s¥ls Sl Ogibalsally ¢ (Lasliall o Dl Bk A& misdl) (5aliSY)
168



72 >aJl

yololl Lnlle (08 vl slas)l winbgi 2wlo

SUd g sasidll aal) o agaca o Blial) SLad¥) sre Jo gilalsag ¢ (daag ) &Sal) s
(Lg);\

Al g¥ 1 dangl) Asilmaead) cuad) il gl + lals

Ledle gl Sang el sat das LalSols Lngy Om (huadl glhiwall saa selai Ciglae cily

LAl Aldad) clagslindl il

AB (355 )yl Calas Agatl ) Cangied 3 Ayl Claagdl) o) sASanl A Cilagiul. 1
e AleSl lall g UaiilS sac dbia] Lacalall alse V) cagd 3 oo €anl) Caalll (o pats
Sl A58 clerd gy i) dugsl) cOlelialy (HSal Bkl Seal Clagialy milass
~ sl sl aeliad Cayeaty 285 ¢l Juigle® A58 il i) has Caligg cdolaiil
Lllally g laall clyy calagiad Ao Luld cdnanl) dad) e dldase duhpw Slesa ) SHS6Y
12g) A gall I aanliig Aol ARSH) (aliss) pe Liageas 2016 ale 8 clijeSl) ciSuds

-laagl e gaill

e sSal) Lpansl) Lgailhgg Lilily Calagind (pe asam LilSol iy tdugaad) cilagleall Cilagin).2
Lany cdnySunml) Gyl lgil) bt lgaslad e sty (6):€ dlidind daailind dad G ol W]
ady «lastaall Linsl i€l dianll L) Aulea Ja) e ailind At gy LSl iy lldy
@il LS eyl sall (el SLSHY) Jalal 8 il ghalie ) LblaaY) jadlly claedl)
i e APU ALGI 0aal) jgals adlsall (salall Jailly Lusluall Lgilily d8laind Liag e Wil <l

Aihaa Ll Ln¥1 O3l Lesad J5al e el

e e b Slaag LI (e Gdsat i) G s 1 Bl 08 gaAl.3

¢ Adsal) aganlly s Vs g () By Aggs JS Blavadl Gl e )35 o) oS Allall (g5

Al asl i) laally S (gpeadl SO LilSsly bugs oAbl coal) clagylin ¢ ool 522, |
33u4 32U4 2022 382221} (&G
169



»ol2oll Lolle 5\ sVl juradl clas)l wanbgi ewlo
72 >l

@A 2017 ale & (Notpetya) Lugnld Lugyll dralall (Blaly s)lcall gealnll i den Loy

LYl clle doalai@) asalSs jalaciil dalal) 4, SoY) S Al Caagind
gl 55303 el cre 1€y Lillaysg (o pal (e S Cagam s LY dadal) Jgal) Cilagial. 4
i) V) Aard Gayen Lgie Glld e Jas Al 2l i) e apaell aagiy cledl )
o) e adad die Hiul Jhow asaas S ViaSa A4 (e 4kl (KA-SAT)
Aalal) Jdaxis ¢y SeY) eDland) sacld g L) pe Liagaad lgaadiiem (e yu€ 22e (5ol
230 o Auhu clesa e (s¥) (5l i) clydang cg e il jUaal A KNI
A langd Gayatl) G FBI (S5a¥) ol cliganll (o€a cudaty el sV Cajladl)

Mg e LSV gl dils e

:daildld)

s Gyl Cpall A i "Aidal o ol A Jof o 1) Al 2SS
Al Slanglls dshurad) Cayagils cadldll g yall (8 Aendiodl) Loyl s (e B2l
Lsbale Toia 0sSiu ihuad) coalld (LalSl 8 ghall aaii aa aiuin dainall (52Y) 5panaly
Jie Al (e Baaa il aladial aa e elaeYl dlas ety i) Cigya (s
Al Jidn Cadg T ) ol s Cana s ) malilly ebylall malially el il
g 5l OSa Y (Al Ahall e saoal) AS el dalis dnhud) Cleagll G5 (Jalslly
oo alel Wil 2S5l ey cJgiall ghoay HSEYI 2y HISEY g gladld dagidag sasatie CaulluYld
& 0Sing G Gl VI Ol 40d 55K Ol s eae Dl g il 8 Galow Ll el Baa
22 e asngll Laly ¢ bl ailiady dlasleall 4ty o g Ball Lol ¢ el eliadll Jlas

Byg pall o)l Jls cpalaisgl)

) e 5l SISl e aae 58I Jalil aad) (g el B S T Jeall e I
Dlaii) g 57555 Jiisall Gag ya 2elgd a0 oSa 1) 8 Aol Joaalld caudsll sladl) 12a
gl Ayl e ) HS) Ealiy cdelall leall daludy doadill AallY) A8l (e JB) Callsy

170



72 >aJl

yololl Lnlle (08 vl slas)l winbgi 2wlo

Abeal sl (pe Al e Y Algal (e 3 Jieall 8 A Seall (g5l (pilse ks g ¢ Jaiaal
Agihae) e gl ) sliadll 8 Lielaily duliall Wgish andid o " Sl

: yalaall

1. Ahmed Salem Al-Muntaser, New Manifestations in the Concept of “Cyber”
Electronic Security (Comparative Study), 1st Edition, Dar Al-Bayan
Publications for Printing and Publishing, 2017.

2. Mona Al-Ashkar Jabbour, Cyber Obsession of the Age, Beirut, Arab
Center for Legal and Judicial Research, 2017.

3. International Telecommunication Union, Telecommunication Reform Trends,
Geneva: International Telecommunication Union, 2008.

4. Marai Ali Al-Ramahi, Cyberwar and New National Security Requirements,
1st Edition, Arab Democratic Center for Strategic, Political and Economic
Studies, Germany — Berlin, 2022.

5. Pioneer of Aviation, Jassim Muhammad Al-Busaili, Electronic War: Its
Foundations and Impact on Wars, The Arab Institute for Studies and
Publishing, Beirut, 2nd Edition, 1989.

6. John Bassett, Future Wars in the Twenty—First Century, Emirates Center for
Strategic Studies and Research, Abu Dhabi, 2014.

7. Hakim Gharib, Sabrina Sharqi, The Repercussions of Electronic Warfare on
International Relations: A Study of the Electronic Attack on Iran (StackNest
Virus), Journal of Policy and Law Notebooks, Volume 12, Issue 2, 2020.

8. Raghda Al-Bahi, Cyber Battles in the Russian—Ukrainian War, Journal of
Military Affairs, Egyptian Center for Thought and Strategic Studies, Issue 1,

171



»ol2oll Lolle 5\ sVl juradl clas)l wanbgi ewlo
72 >l

October 2022. Ahmed Fathi, Cyber Wars: The Russian—Ukrainian Crisis as a
Model, Aton Center for Studies, Cairo, 1st Edition, 2023

9. Raghda Elbehi, Scenarios of Cyber War between Russia and Ukraine,
Egyptian Center for Thought and Strategic Studies, 2022, available at the

following online link: https://ecss.com.eg/author/raghda—elbehi/

10. Adel Abdel Sadig, Cyber Wars: Escalating Capabilities and Challenges to
Global Security, Arab Center for Cyberspace Research, available at the

following electronic link: https://accronline.com/article_detail.aspx?id=28395

11. Adel Abdel Sadiq, Cyberterrorism and National Security in a Changing
Environment, Arab Center for Cyberspace Research, Periodicals — Strategic
Concepts, available at the following electronic link:

https://accronline.com/article_detail.aspx?id=31557

12. Melzer, Nils. "Cyberwarfare and international law", 2011

13. Shane M, Coughlan. "ls there a common understanding of what constitutes
cyber warfare?, The University of Birmingham School of Politics and
international Studies, 30 September 2003 .

14. Oxford Analytica (2022), 'Cyberspace will be central to Russia's Ukraine
plan', Expert Briefings.

https://doi.org/10.1108/OXAN-ES267528

15. Oxford Analytica (2022), 'Russian invasion raises risk of cascading
cyberattack’, Expert Briefings.
https://doi.org/10.1108/OXAN-ES267563

16. Oxford Analytica (2022), 'Russian cyber warfare could result in casualties’,

Expert Briefings. https://doi.org/10.1108/OXAN-ES267581

172


https://ecss.com.eg/author/raghda-elbehi/
https://accronline.com/article_detail.aspx?id=28395
https://accronline.com/article_detail.aspx?id=31557
https://doi.org/10.1108/OXAN-ES267528
https://doi.org/10.1108/OXAN-ES267563
https://doi.org/10.1108/OXAN-ES267581

