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Abstract
This study addresses the cybersecurity challenges threatening national security,

focusing on cyberattacks and digital wars targeting critical infrastructure. It
highlights international efforts, including global cooperation and legislative
advancements, to mitigate these risks. The research emphasizes the importance
of policy development and balancing security with digital rights protection.
Recommendations include investing in infrastructure, human resource training,
and fostering international collaboration to counter growing cyber threats.

Keywords: security, cybersecurity, cyberspace

2025 /3/31 : 4l gl 2025/2/9 :Jsdll f 2025/1/13 : apsiill s Vv

sinai.ali@nahrainuniv.edu.iq cialall clubdls dawbid) alaill ad [o5eall daala fAasbind) aslal) 40

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

311



https://creativecommons.org/licenses/by/4.0
mailto:sinai.ali@nahrainuniv.edu.iq

Nl sladdl 0 Jgall dwwoVl wlasall T

3

Lasial)

Bs e B Y 155n had) eliadl) macal oayl) allall sagdy (3 oyl okl Jba 8
Aaalai®Y) Lgigd Bl & CilagSall lgale 2l dagon Afins Ly Jian g4 «Jpally Cilaaagally 33
Claaal) Gl dag pSTY) Gludlly duad )l cbiil) e alae¥) a5 aey cdaslually daclaa¥ls
b 8ol Lo S Slangll Conval jualall cigl) L lgiobs Jodll hial 2ag ) daia)
L) Gl 1 a o LagSa e ciladaia of Yoo cil€ plge cdibide Cilga Lgaadtis
bl laagil) oda (gAY Dugal) Agall Lidly (Alad) lscsgally Bl i Jia dugoal
o syl Lslsl 3 Al Jhuad) Y] Jeas Les cled (aeaill Byoliiag dddy b i)
bl (gl

iy 1aes cbaal) €T aal Lo poall Jali 4368 (e Canad) 138 daaal 5y rianl) e
Glo Gl 3655 o) o phawally Gudlill dales Shud) sliadl) ol 3 cCuaall yeaal) b
Togeal) Aadai¥) i ) 5358 8 A Ay Clengd) Bho ¢ pasill eV 238 0 llaall il
Glacinall bl Ao Habe IS8 55 Lleadll oda () cdullall daal) dudly d8Ually YLy IS
Jodia Byg i Lhalleas Jasn Lae Jeall cilalandlg

(hmadl eladll & Joall dalg Al drieY) Gbasall dlas ) Gl Cargy sdanl) Gisa
dgiilly 4 gilal) Culgal) e egunll kel ras LS bl Y1 5l Allad ilinilfind) aadig
(gl pe Jalail

Byshaiall basall o3 dgalse o Joall 838 04 8 sl BIKE] a5 1 ial) AISE)
skl ASlge dugriay coalladl Golaill oy daaly ddsy Dby e db (S haab
dpagadll & ) Gois Glaay casill GaY) dles g O (e Lalial) aa capudl oaslsiil)
Aaad)l) dajadly

Glaagl) e Al Shuall sliadll b i) claasll of dahall (i el duad
Sl ) Gaiad O mash LS Joall casdll GaY) (o Laliie Blad i saliiall dauud)

Sy ecalangil) AsalKal Alid cladlia) ekl (pecaT ASHAe daaaly Algd dsga o adia

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

312



https://creativecommons.org/licenses/by/4.0

80 >a=ll

Nl slasdl (5 Jgall auoll Glasll
g Aug Al yuee Afiad Ay oy ) A8LaY L cAidgally duihagll el Guaatg ¢ Jgall (yglall
cbaatl) 038 dgalse o 850 deaiia A
i) 138 b teasl) il SISy kil Jdaill mgie e bl adiel i) mgle
el ) o sgia praagi M JgV) jsaall (Bl jslae O Cundl Jsliny 2 uand) Aul<en
551 eaall Ll eJoall asls Al Aahuad) clangill e S jsaall S5 o Shaadl sliadlly
it Bany 410 Al Cand) Al o ) Y ka3 & Araally sl 3geal Jsli a2

Amseadl sLailly ca¥) asga Y9
) a¥) aggda .1

g ybally Fam gl i S (e arhall Alaid 53,L) Copall e Shpmadl a1 aseke sela
o astll Cilneal) Bl iguaSl) slade U (e ya Jg¥ daladiad o5 Sy 3 paiall Ll gual
Lovie JigaaaSl) e 1) daggha jolat 4180 ¢ 50l Bgals agipall Gl aae iV (e Al
daclas) B s g 05S of oSaall (g aadll bl e 28l gl of e gpuall G
Ay cdpsulall Ay plY) clSually Gl L US e (cyber) (Jhaw dalS Glliy o 5
Gl ey Lo US i i)y ((Cyber space) (s sy eliadlly ¢ ) eliadlly oY)
cill ye JlgaY) Jasni€ kit oo Al Cileadl) (€5 dabiall cliudailly cciiyly cagulall

2allall (gine o Blad) Ve maen 8 laddl) e lapes oY (sl ehal)
Gilabanll al) 5 e Y1 A (Slasleall Gal) o 3l Jali ) e mllacas oy
cllbdl oo plis @b ge Bl s @l (liukill Gals) (A oalg) (gAY
Gililec s (lall Cilengl) (o il Ak ddadsall duig Y SeaY) pues o Slasleally
ayiens ol layuanl Auadall f cdulaall Glasleall Jguaslly e dilly ccalilull A8 Lia il

g A haadl G Gy apes Greasiced) e JWl e oY) gt Basia (a2l

((30) axall dghrall Crgaall Alae Algall Lpuslpd) Lihaad) & el e (g=uall Y] ¢ cppme 203 !
2402 (2019 : &)Y

S Alae cagman llal) daalas Aula¥) Clasted) Al haad) Y1 s Sl Glaend) B e i
9= (2022 = yad) ((111) 20all ¢8ypemiall daals cAupll

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

313



https://creativecommons.org/licenses/by/4.0

Nl sladdl 0 Jgall dwwoVl wlasall T

sl o el AV ads Al cuil) Al e ailsall e Lo S landailly cibalel)
i Sual) cilialally e liall HLEY) cillee ) Sl cllaally Cilad)
L) b ey clalail)dss o 8 (@Yl Joall slad¥) ey
Glabisy edilug aant Jie Clagall e degand’ 158 Shuall oY) o8 (2011-2010p0
siaall Jaa () Blead) Gaagsy Aubuad) 2l dlead lgaladin) (Sa tsaliag cduial ilelaly
alaiilly (opdally ) Tmall ga wodm Al aing i D (e agrie sl pehbd oo (gl
asly ranac g Sl ¢ o (38 i pas (4.:5.9‘\\}\ g aall 8))y9) iy (O lsgally o) silly
oy Loalally Auig S LQIKET paems Cilaglaall Lilea (jlacal Lo P Lpadaiill Clehal) aen !
O ) S (s ling ('Elsally ¢auntl) il (lengd) caiall Calise
oA Al Sleagl) tl_nj\ ot @) Glehal degena sl hadas :(Pekka & Martti)
Vgllaal) saliaall il 385 ey clgalsey igneSll diald (1 L]
rily g Y eladll pal sl el (el (ol tagill Adonl) dadaiall ) Cije g LS
o ehuadl eladll Cpes LS ¢ huad) sliadll 3 lasbeall Jilsis Aadlusg Ly o Laliad) !
ian auh oo caay) e cladlly mellly (alid) delis e daalll saad) 20 " cas
Lo el eV addey ' sole <5 i 6l el asmy ¥ s 4 Abeaiall lSeally 5562Y)
Alaial) dgg fSN1 AalaiVy 5¢a) (e 455G g (6 e Allad dlea A ¢ iy 20T Y] s

Gonil i) Gluhally Eipaill ygen 3K5e dallal) sl o3a3a3 b Claalall 509 ) GV crene dew !
20 (2022 Gl

5<% ¢(2007-2001) Ladgail £5a¥) sanial) LY agill aY) e dhuadl Glangdll # ¢ laas a2
33-320a 2018 ¢ il cilueall Ciluasy dene dasls cdanlicd) aglally Bsinll 20 ) dadie icale

3 Syed Rubab— Ahmed Awais — Muhammad Yasin, CyberSecurity: Where Does Pakistan

Stand ?, (  Sustainable Development Policy Institute, 2019) p2 .on

http://www.jstor.org/stable/resrep243, (26/3/2024).

¢ (2023-2012) pmadl ¥ 5055 b Gang )l Gasband) Baldll o3 (asra dala E - a3 Jile bt

https://democraticac.de/?p=90695 & (2023 « ol ahaaall 3<al ¢ Lildll)

> David G. Delaney , Cyber security and the Administrative National Security State:Framing

the Issues for Federal Legislation, Maurer School of Law: Indiana University, Vol ( 40 )

p 252
This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

314


https://creativecommons.org/licenses/by/4.0
https://democraticac.de/?p=90695

Nl sladdl 0 Jgall dwwoVl wlasall T

Go IS8 agd) (Shuadl GaY) dasg ccilungal) oda dgalsal Aa)Y ulaas Clehal pungy ey
sl 5aY) JIs

Ahad) sLail) aggia .2

Cualall GG Jeli (e Las ) Al 58Y) 2al) ) uds cllacas had) sladl) o
O casina e IS Bealy Cpeadiioa) G cilibully Cileglaall Jalis i 3 edadd )l dadailg
oY) Jie damgleCall doanl) Ll o adiay Jy Giis Lale Wsay allaiy Y sliadl) Vs
Lahaall dgaall Hslas o 45)0h Fhuadl eliadll aaiy (@paall Gliudally 4l clSadll
dpaailly dplaal) ALY (e waall Bsly il Gn Jaalgill Loty Aoy alaay Lae duia)ls
G cebdlY) s celdaaY) oIS Jie dins Gl eelal deate JC8 4 LS (dagad il
Lol allall pe doasall Libn J20S5 0pe 548

Ol (e DS Gass Uiad ey iy pslailly IS0 duaia 3 Gl Ghand) eliadl) o)
Ayl alal) JalSiy i) aladind A ilel ausill aeg DY) diagiady Clogladl)
ol 13¢) ulila) 8 5y Lndll Clinaylly duig 7SN Cilangdl Jia dhund) Cilauagal) caala))
ClSyaly SlesSall s 3 ¢ Shuadl clindl) asgie o Bt ¥ 2ia Shaad) GaY) el
D1 elly ) Gl cclaglaal) Aadbs (jlacay bl dilead Al ilias) i) gy A 2baY 1
Grinall e g 28 Goin Jon ABIAY )y Angilal) SRl e daadl Shnall oliadl
ao Oyl deli 43S (8 Boda Dokt Jray dhuadl eliadll o) Jsdll (e by ¢ 80
duaaina Baliiud Glesal dae Jalail) 8 dghunas oyhlias HST Gy Liad (bl 4T clnglgiSal
2 45y dalNine

Agence Nationale de Sécurité des Dley) dakail Y Auwahill AN e
(il Shuadl o laally dal<e dlgall dpellad A 25 Jlly Systemes d'information
V) Aalladll aadd il Jasll (DA (e JSaa Jualgil) el @il e hud) oliadl)

(] e yilis clalanl g sV elondll b opm GBS 8 58 dg 5N Gyl e clae dgane |
1 Ga 20171 clubaadl duhny S el 3a) e §psla (IS danlye Al

(YLD ool alad¥) ¢ Shuadl D) ge Gl dhaad) Goall wagy Ghuad) slaadll (s Gsven 2
12-94= 2011 ails

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

315



https://creativecommons.org/licenses/by/4.0

Nl sladdl 0 Jgall dwwoVl wlasall T

3 e ihuad) elamall il Culall e 1550 sla Canpanll 13a o Joil) Koy 2"Esadyll ilidanall
O e allall Ll dayll e il Slcadl) sl (g CEal ) "cliaganll” ) SlaeY) s
1 Jans Lee o(sihan) Lagaliy i oy A8 Laaal oplile oo (i sani el ¢f

L jseanll asac e dlaind axe 3l Jsadia iyl

Jsal) 4alsi (A Aifund) Cilyagal <Ll
oaly Lall ae g Adall (gl (s Aesala) ASpeall dabis ) Spad) sliadl) Jgas
3 cdgallall cilelyall syan dalu jshiiall oagleSll Jlaall 138 2as ¢ oa)lall cliadlly ally
b Aeatiaall gl jladl (gan) Aoleseal) diatl) dad) Caagios Al Ahad) Glaagll il
b el ol Joall (e Algal JalS (galiail JLgi) ) (6955 B Cilangll 038 Jiad Egaall il
o) pe by laall 13 of (dnne ol dupSue il glgw cileUadl) A8S ) xia 35S )yl
Galal) (] ¢nct) Y )y dasall Lol Cuilsa AIS 8 Ak yl) AaladY )y Linglyi€il) o allall slaicY)
Jlee S ddlie 2y alans Joall 550l salacll aiads Y Guacal i) 130y ddmsy (hpmaad] sliaill 5335l
ki Y Lgild Gaalfy) eabia ol eilsal sl Ll Ao gishase ad Jsall (e L cdlaall
o i meall gn diddl cladl 1 huadl slaadll e b G Aggadl Gty
e Planadll Laje alany Las clasSally lSally ilucgally ) Lgartin Al Laslsiil
Zomihual) Graaleal J8
slalid) yaic sa Gl clehyall JIKE e bye oo dahuadl Glaagll S L o
gl rdlaall 2 Y Cumy L Bradag dasye (585 o Clengll oda Jidd (Kay 3 clgaaliay (3
Sl B Y el 5a¥) ullad 8 5l jskall oty ¢ Jlad (< L) (o]l o 2,11 SIS
SDlial ) 35ms 1385 clangll odgd LSl (saaill e siale dula ol dule cuilS olgu dueldal)

—145 Ga U= 2016 Olsa 5 duabid) Clahall L ihall Aaal) Jelghy dutia Sl sliadll ¢cpal il 3,4 !

155
2 U.S. Department of Defense, Dictionary of Military and Associated terms, (USA: Joint
Publication, 2010), P.201. Also: Julia Creswell, Oxford Dictionary of Word Origins;

Cybernetics, (USA: Oxford University Press, 2010), P.31.

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

316



https://creativecommons.org/licenses/by/4.0

Nl sladdl 0 Jgall dwwoVl wlasall T

asngll siiae 2aat ) agaii Cinall (e Jaas Lea )T clidly 4850 o dadiia §)3 (reanlgal
duil) AeY) Ll (o gant Alaly 55ie liailjind gung oot adlsll 138 dgalse o)
el cladll 8 Aol Cilgally Joall elsls alats dulga (yiled ysdat Caila ) oadinall o5l
oSa Y ) gl dsgide dale Shuall el B ilalSieg Bala Clghad 343 oy cpad
Jalgall (10 degane Cranlee ] HcBigine e shladd Joally ihagll GaY) Gajm Les clgr gl
Ahue an Dop lldal ) ol las cJoll mlleas aalss 3 dhuadl langdl selas b
2k Lad dalsall 038 5l padling ¢ Jsally ihasl) oY) o Taliie lungs (S8 cunsial
A 3paall 39 SN pliadll mnal S8 1 ((Almeall) (gAY pladlly allal) b)) &5 .1
(N La¥ly cdlialpally ¢olyeSl la Jie 46l Al Al 3laly allall Jualgill
e Aadie Haa L ) allad) Jsad wad ¢ hand) Calagidld Laje ST lehens Lo
Alanll agilaal sl HEL dey ekl 3)5a) Cpealeal) Lo deaadl (e raal ey
Glelaill Gans o Joall Clawaily dalgall joels ae sdalgal) JB b Algal) g0 palii 2
Lol il Jlae 8 Alalal) s dalss cclsinll gaseie GIGEN leal care loas Laasl |
Sl g by oS Ulaly ¢ ) sliadl 8 Taust) Sleld campal @IS0 538
sleadll o ALl slarcd) o cilagSall 5% e JB Joaill 138 o)) ¢lgais Joall LeSbics
D
L) e 5 O aain Joall el 28l Ay sty el o afiiall slaiey) .3
«silly ccDalgally colually (ALl cle Uad Gy i Loy dgeall Lgiliia muan 3 &35 Sy

Aypall dalall dingl) Cijgdia coame Al dang Yle 48 L Allall agdl d3jlhe seliulgigall ¢ Guliiig JISL !

81ua 2010 ¢Lyse (sl

cOgiilly BN Slagll Galaall e Gad theng O camliay zoed thandliuly s (g0Aly Gosue s
T1ua 2019 ccusl

Baaiall bl caadyl) Clasially Shwedl GaY) (gydall (paY) dene ctien dllae Jile (gralall tan 2ana

23-23 Lo = 2021 ¢ éilly deldall

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

317



https://creativecommons.org/licenses/by/4.0

Nl sladdl 0 Jgall dwwoVl wlasall T

paind o Say A g Y Clangll dmje ciliiall s3a Jan dlaie¥) 13 o) cg ally
Y gl & dald Joall mllan dasen iyl GlalY
Lale 3lge allan Al il g all ae d5)Ball tduibad) qgpall dadiial) dalsil .4
D5 e asad b (S LS Al Aiaddie a3 duhnad) g pall (8 dedis doydag
3 Jol elper Alelal) cilgall Lyra HLd Lgleay Leo cBynad dyie) 58 Plag AL (oIS,
ol e clelaall
Allad dls ) dshuad) g al) clgan ralagleall o Al SIS Ll qigad) .5
Griaall o elgw gl Ciliginag dale Cilide & Lasdioal logledl) e sl
Jibawi ol Cilasheall 88y Ao ol IS0 53l g8 La Caaglly o SaSall ol ol i)
M) Caniang anadd) el Las lgale s ) Al
bl el Cadags ) Joall oad sl sliadll NS (1 duihgl) 858 auliad .6
abiaa) Gl Ao abe b o cadliu) Gsi Gia3 DS e Al g G
rainS Tl Ln il BV asehe Jsels (M lld (o 35 Sue o) Apalail il elgus
ikl gl oliy & (sl
o Spatie Lahuall Clangil) o ol i) Ggal) B Al Aday) (gl plud) .7
Glelaall fin comasSall pe culelill dagide L Shuad) sliadl) moal Jy T Joal)
da Sleas (5al BlS Lalall oYsa Ulal Jall axiiody oy a1 Aialjally duala!
laag) o Adgaall paan b digraa (BlA0 Lae (pan) BalD)) (90 pgeadld)
oS Blisl Cllee Jadt A cdibuad) Cileagll e allall Jgo Cilide Cansal 33l
dnte s A @il el dulun Glaslea o Jsanll Giagy Shuad) sliadll & unaty
Al agang cdogaall land) ety bl L Blet claagl Joall e el ) ALyl
Sl (S Joall g 3 ¢ el ¢ Bl dlaall o b & Joall o el el )

Gl ) sl 1 ol cade el Riagll and glans Lo hpuadl cliadll 8 aSaill dasiie

Aaall Laaudly &gl pslal) ddaa JEhall idagll Y] 8 ofls madl a1 (el labu aalyl ilacas !
156&«2021“;‘.@ Z\.u\; s:t:mw\ (ULJ\) Q}j\ﬂ\ 5\.:\.\.5‘(1).3.3;]\ ‘(10)

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

318



https://creativecommons.org/licenses/by/4.0

80 >a=ll

N | sladl S Jgal) @uioll Glasill
22 ol it b ey Teoliind (50 Joall Lggalsi 8aen duial Ciliaat aagl Ciluagil) el
2 abastll
Agalt datl) ) Cilagiad

Jibaas ) g Byalad. g S Clangd i pSuaal) o diaall elgus Joall dial) Gl (%
Cilangll 238 (5355 3 ¢ilasleal) (38315 Liguall AaiisV) & JalS L ) (5350 Laa Lebiniig Lgnalas]
GlSudg Al cillase Cilagiad Jeds 3 cdaslud) sladl 33l dudaats diasall cibleal) &by )
1 by oJall Jlugy cVLai¥) alai iy Ldyeadlly Ll cilaaall ) A3LaYL 2g8l)
il Canginds ) A yuall Cilangl) 855 20 lat At Agane e lalia dalgs Joall ol (gasil
A8lal) lane Cibagiod Gl deals As i< Cilangd Lol Cacayes 2017 siis b Lyl
"l g 3 (a1 Bals g s dbiann dala] Jilaat 8 e Les ALl Ciliacgalls
Slo A1 sl aal 2010 ale asnilyod) Caadil duhy) " 360 slise (i G2 (Stuxnet)
355 Db Sles Gl Mss alant (& s 3 egyplaiall Luhun) Cilangl)

e 8 S 35 S o gagd Lgsilly ALl A8UAI) AS 58 Canyet 38 (Apgial) LysS A Ll
Gl (S Al LS cdihuadl clangill ol dnal) dad) dalie gl Galle W 5 W 2014
b et 2009 e dblan ilans Lgd obyeSl) Gl Cingd 3 cSilangl) 238 e sl 5aaial)
Js Jaddh All) o) A Sall cileUadl) e i ol daihud) cilangl) o) ¢ Uil dauly cule Uaii)
e psangd (Sl Ll il dad a3 2008 ple b cdagale J<a 8L ¢ Ul Lia il
LS ol cyiie) Lo ccilpadiinn g )} ol @l 90 axd ohuil) Jasdl ) ol (aale
Ay ¢ lgan — el = SU CanliY) bk sl o Lgalfiel s agagll ehy culS Lug ) O
Gl e el g ladil ) @l 2008 le dhue Clangd 28Ul Gihe Coiapat (daihall
o B adgil ddane ST A o)’ aa S gyl Ll 3 Ul a3 cads

5602 2017 ¢(22) a3all «aa¥) clalas) dlae i ySunll Sl gall Lihand) Claagill el s il !
Alae duilal) Radl i) b waa 5SS ) 01 cdieland o dens 2y el (sola (5360 Dl
281-278 = (2020 Asbaaad) ashell LK ¢ yyeill drala 13laxy) (620221 ¢ ydie Al i) (Dpalis Lliad
A320m oS3 s sian cdsall 2o taae palaall e B O

5T 0m 00 G sreme il Cilg) ¢

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

319



https://creativecommons.org/licenses/by/4.0

Nl sladdl 0 Jgall dwwoVl wlasall T

Lihyuad) Cleagll 5yshd (s3a @)l Aalall 038 (add ole 60 e ST sba Je A Lae D)
JasUal doasl) dad) e

(Stone slsall saall™ (g yé aladiul Hubd Glhue Gsaa 2017 ale Lageadl Ciagds
o Alalell Sl S iled 8 annd Laa cclslaSy idly bl culeUnd Cangiad (31 Drill)
Ahuad) Claagl) o Ad Aoyl La Glegens i 2019 Mo i ccleUaill oda
ccusS ¢yl cblay] edpagmad) b Al dadly Clasteal) ISl ciagial ) (APT) desiial)
2 -Gt Cilaal aiat lacag )il Baesd Ciagy Abigha il Cilaagll s2a Cupaindy Guyaally

daatiall Jsall (sl n Gymed) g 8al) ddail b 55uS i dgag S Cilangll sda i
g0 elges Ao lal) Culgall aamty dimjdll il ol o LS (3 3aM daje daadll ) Jassy W
A9 S5 ) Clae M ALRYL (gl o3¢l (sraill digra (e o) daew) e Clelaa
S IR ClalS Cilangl) pasind 3 ¢ oasill Bgide Jlad) @i Shunadl sliadl) adanl xoalg
ST bl Gileagll ciliels vl Laglyi€ll e slaeY) ali aas daube culSe Gl
Ll ST dpalle dlaiad Cangig Lee 55k

Wjsasiy Sl daiiy) (31580 L

sl 8 Glangl) hal e s & Saal) Ll Giagied S dhuad) Gileagll o
caSailly 5alial) alay e ALSH Bl dlsye ) deatl Jadaatil) gl Cunpill 3yma Galas 3 el
Caagid cileas G Aueas ol Aalill dg SN Ghsaall ol Gubnal) dnalill e 3 sk 3
die dalia Sue Gloghie o Do) (e agiSa las 20 o Hlasally 52ball ol )l
Ol ilengl) o2 Canai 1Y) Ayl Dacliall HLaY) g dageill clialgally Jlla ¢ il

Toma 2011 cCavia (VLD Joall StV ¢ Syuadl Dl e i) cg Als 4nsi -] Gres !
Ll aied (Targeted Attacks) dgasall Lubuul) Cileagl) 3 aadins 5)skie (Malware) diwd doman s *
FaosSal) Clcogal) io Al il e 35560 Cupdt ol Gaend Cilena ) Luaiaiie Clga 8 (e <ok
NEIRSREACSWAIA]
1650 03 o Huan (gredl) Glabu pall ilaias 2
adsal) lasbeal) Aas ¢ DS Amala (Lontlin¥) lahall 30 ¢ ) V) @bans ) e auls s
)l e o)
/http://kerbalacss.uokerbala.edu.iq/wp/blog/2018/05/17/%DD9%8A

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

320



https://creativecommons.org/licenses/by/4.0
http://kerbalacss.uokerbala.edu.iq/wp/blog/2018/05/17/%DD9%8A/
http://kerbalacss.uokerbala.edu.iq/wp/blog/2018/05/17/%DD9%8A/
http://kerbalacss.uokerbala.edu.iq/wp/blog/2018/05/17/%DD9%8A/

80 >a=ll

N ] sladdl (S Jgal) awoll Gbasall
S Adals il g cBageata y Cilaal sas AaluY) aag sale) (e 3 cadg (5sS5 28 ilgal)
psad 2l lggaagi Balefs Hbb (o 3l @lal (Kay (Jhall i o fdadag dBiva Jg0 aa
Augsh dalge Caayan 13 Jrallig o(al Algn el wagil Lehlann) o Lol A<l Asal) ol Jas
2ol ) o3¢ By Lgalaial ol Lgldast (e (i€ 8 Aicaldll (8 (315400

28lsall daatg Al (8 Aeaiiinall Clga) aal (e 2038 & ual) D lial) LD Al Ll
lipa 4 i sl A Sanll VLAtV s Jalaes ElSa] iy Lgilials duluall bl S
Glileall 313 8 Laglei€il) o alae¥) bl aay Sl Y] dadal Johaes e Al
@ ot e aesl) o oasleal Holalld (A AaladY) o2 (et dllaa) aiE dSeal)
zabyy FisneSl lud e Jol 4nd J<a adiad oSailly 5alal) dakil e ¢Sl 62V s
223 38 dglaa) s uhen (90 slat¥) 138 il 13 Ayl Cilangll Ao Llang La ¢ JLay)
Hedladl Y1 LEaY) sags hwe Bl ol Ll

Aaalal) Ag FSIY) AalaY) jpevis dodaed oo L) Clangll Ll Cilaa¥1 s2a) o)
panll a5 Al 3 pe g il IS Calagin) Cileagll s3a et 3 cdugaad) dySual) Ll
Glangll diaje Joall @i Laa Uia L] 51 JalSIL Lglidant Koy 3 Jgall due aal) ZadaiSU (55l
Y Dahad) Slangll a3 olld ) 28l o) gaaill e 5% G50 dalil 4Kl
L3S sl il yaally Alanall LA G els¥) (3805 (any L (g)Saanl) & Unlly dalall Jlat¥) cilSod
Ladaly) et Clangll o Jadi LS ol Sesall daghaiall Jala LY e Alls 13 ) (525 Lo 58

upwd (Al g3 Slilall sl @l o cdalual) L Sual) Glikall dirdty (033 e deas Al

s Alas e gpal) sl (b aad) Y5 Auig SN Clapagill «Gagpae Opally (o aty Jusnly oy !
1710a 2021 (2)2al casanlsy)

gl o gball 10,5 Al csal) il s 3 Ehal) il e Al ) sl e el Wl ol 5e 2

61-58 2 ¢(2020¢Ausbunall aslal) LK (cu)S5 drala 1)S) 20222

57 0m oS3 (B sduas cdbla Gilg)

620m 053 G sdean ¢ lall Wl gy

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

321



https://creativecommons.org/licenses/by/4.0

80 >a=ll

N | slasd] (s Jgall dwioVl Obasll
dakl 3 Chenall Lalas in o) sl adlgay G Sand) ilblaal Jualii Jads 8 dani i) Cilaslas
.lt\éﬂ\

A Seaal) L) (3 8Ll Jal) ) s Jy eand) 130 die Cagn Y Agihand) cilaagd) o)
A Bal o pSaall hlall Maal Jeay Lee JalSIl Ldda 5 cliballs e cuealgall (Ko 3
dapnll N DA Gyl Giosdall AlssS cleagll sda aladiu) 2uy 58 el e 5dle cdagaall
p38 () cAdagiuall Algall Cdige Canay Las dojlal) LySunll cililaal) ol mlosall gl cildslh e
il e 55018 G168 Llen Aadail puagg Ay pSIY) cilelall juanl dalall dalall W 550 cilangl)
cJsall sidagl) eY) 2365 A8)IS Cllge ) (5350 8 Jlaal) 138 8 (leild Bpaienall il aagill o3g]

Cilasanaill 48 jus 8 Allad 1ol ol o A7) g o A g Canad Lyl langl o)
g il s Calagiad ) e leall o Joall (e el xiy ediipan) G ol SO by A Sl
o AN ol aal Al gl auiean Joa Aalin bl 38y dal (e & Kual) Glawgally
By g iwd (Gl A5aY) "Gle 2eSeT AHE o (ptinn diialf 43d (A agagll sa olld
eskal bl sda Cpall creadiad (Y 35—l Alilaa) gl Lnsl i€ Jen dulion ilagles
Gilasanal 48y ) ¢(gSeaal) Jlaall 8 & Sal) AL Gles Jon Lalle G Laa "20— oa" dbilie
Cacayat 23 ¢ bla e colildall (i (gpal clis ) s o ad cDlilall Lo yoaidn Y dalu)
Wlasanat 4 Cibagind dihue Slaaa ) bl Gepaill 138 ik o Jant 2l cilSa
Al el s gl dgilie dalad pslatl aadndd o oS Glagladl) oda o) clgagian il
dliall Joall (sal Rl
Lae cdiagicnal) buiilly dalul) 8 Chacall Jalis agh Cnenlgall Clangl) oda iy @y ) il
glaall Al Joa lagleal (Kay Jhal Jase e cBaliae Daasnn Cladliicl ol (o 2giSa)
Glangll cablaas of a8l o 508 daluf manai 5 lgagead acld o) dima dlgal i Ll

Aagite dales ) oLl el 31 sl Cigpall asl) Clall gl lacd) 138 3 2l

Oy S0aY) saniall SN Al langl) Al (& Aad ihund) el couie e IS !

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

322



https://creativecommons.org/licenses/by/4.0

80 >a=ll

N | sladl S Jgal) @uioll Glasill
g SN dglaal) il & 8uS bl bl (3 ey duelall bS] Ay il
s G Sanll 3l 2agn ) Al o2 Ll e aall Joall (pglatl) uhen ) ALYl
g edally A Suad) Cilagleal) 48 pu .

o2 Cilagicd i M eclagill jlaal (e & Kuall Ul el e duhnadl Claagl) adb
Lalall Sl 37AY Claagl) sda oaud LigASY ljnes a ) Ledud ol el aclsall
Sl Lalall cloaall §f mobuall Lual Wil Ao Jgeanll Ciags doySanll Slswgally
& sSeY) Gl Cdgs dalil ain Cilangl) hadl e sy citllail (JEa Jases o A Snall
& Sl Gl Al Joane JigneS Slea dlaia (USB) dlaay aladiad &3 Levie 2008 ol
Aoyl e duyall Ladal) B et el Hdis Conen Alasll 038 cdacsg¥) 3300 LS 52c 8
adsd ) il YT B aDA e @ ") Ben’ 3R Lee canlidll il 8 LgilaS) (50
2.4l

Ge 22 leiw o 3853 72 o ST AT Auhme Glana ciiagial clld ) dilayl
Sl Bhall Jon Al ilasbes Bju Cangy g bl Ol (lglaeS Jass 455 135 GasSa
30 g cargicd Blatll auds e agngl 3hall Gyl 2019 Huiw 27 926 A5 o ySeaall
Aaally gl (ha¥lg dunlally dulalally o aall g adlge il adlsall 038 G (1 GagSs g
angl Gl Glily o bt Guli Jgaly calsall o3 3 dadd chad bl Jawly
e Balaiaad o V) Gy Lgialatiad) a3 ailgall ians o) o) cdilide Giladia ) (eadiicad)
O BS LaS 380 Al @bl 2l 33 (e Gpanleall S 3 Jokal By cdrind (oA
Yo U< faene 0585 o gl lagladll

cAilagleal) Laai) (BME) ¢ uenill Jadi 3 clghjshaa doaaes el duhmadl Claag) ()
O Gilaagll o3gd (Sang cdala) dn gt dadaily oo Maly s Kually Luinal) laslaal) Lakail Cilagiud

I Richard Kassel, Glossary of key information security terms, (USA: National Institute of
Standards and Technology, Department of Commerce, 2013), P.57.

570 oS s srema iSusal Cilanus jall Aghuad) gl o5 s Cilgy) 2
3 Rex Hugh, Towards a Global Regime For Cyber Warfare (London: Cyber Security project

Chatham House, 2009), P.P.12-13.

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

323



https://creativecommons.org/licenses/by/4.0

80 >a=ll

N | sladl S Jgal) @uioll Glasill

Gl Jodn ) Agiaall dugeall Anatl ) Jia Bageaite e il ga Aalul) (D) s
Fooluall 451 Jaghad g Alall bl aedsd ALl (31531 (3lsmsl ¢ oLsygSII

aal) g lgahlaast) o Gla 55 3 cdaasill Joall Lo 1008 Blad Jia cluagll sda Jia
sty e PIA Ge DoSunll il il ) Slengl) (ga5 oy L ALl el gialadly
cshad) £ 5 SLglsl aal aal ilangll 03 g3 ol G ¢ARdy djlatin) Cilasles

Ahmeal) ) (3aaT B Laaa¥ly Audsal) aggal) (TG

adsy 13gen lia o V) ¢ Shaad) sliadl) & cdlelall alad Lo dlalu (le (e a2l Sl
Omsival e Ades il gl sda Jadi Jlad) 138 (3 Aol Clangl) dlsls Javia ) Caags
pedll aaads o Jasd diihay Glbailhialy Jabad aday () oaed (Ally (Jsall G ALl a8
Aadaiall aad Jlal) i (Ao clially danlaall Gl Jandg cdpiall alsSl g o Adlly )
et DA (e dxihuadl 2l dgalse 3 Alelll Glgall (sas) (Jsml) diliall ddajall 48,0l
i 3 ediliy Ay daaal Cligices o 3sgall s3a Civiat (Sarg eBliall daulaag il b acal
OSas 7 sl gl sda dgalsal Al claanll Jals Joall (bl deanle ) e
Adsal) 3sgall desclal Cilae LeDAA o5 4l 5 iy cdsaal Ciliginn o 35gall @lls )l o
t oY) 8 Ll sk (Sag A Adpal) ciladanll Jaly
4] aggall .1

bl Shally Slaagll rail) aatiy Lawld 5,2€ 35ga Jh e sasiall adY) Cilee
Ghabe caila () cdalgr aady ilpaife anatig cAdhals dacgunge 2ol aiag dggall oda calad 3

Ik Lo aseadl o Sl ey led Anlil) Bea¥ly lisgl) (any gy cals

Bl ceysily S ssal) ¢ sl eV e dad G liall 5301 i rilaghaall 2es Lo pine il il !
A144= <2019

s 2019 2 saall cluhally Eigaall lalgll dlae ¢ Suadl phaYl Aailad Llgall 3sgal) ¢hgdia )y 2

https: //www.asjp.cerist.dz/en/PresentationRevue :lall Ao (i) dalgall cilasleal)

(2010¢ampall Banghl Clabs 35e tg ) (dd e dlle b AaaY) Ly i) Gl (b ube 3

.Lz.lz.,\ \A} 2704
This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

324


https://creativecommons.org/licenses/by/4.0
https://www.asjp.cerist.dz/en/PresentationRevue

Nl sladdl 0 Jgall dwwoVl wlasall T

dhuall wihal) dgalsal il ducgiagall 2lgill o degena s3ald) adY) Ciny
laliiely Lgayad cumial) Jaidl aY) aal) 4ail e Gaill tdie goagal) elgall (acaiig
¢ isasaSl Ladpall (tal) 5f JLsY) dayya risecially Lysa Wginasy huadl bl el e
Sy cd Aang lastedll gl il el JUsi A g3l dasag
o gl e alie¥) dasag o pradd) s Jsdall daag ¢ ignasl)
2383 CignS el (e e 3 sl Calgll Gua) (s cpeaid LhaY) aelgdl) WL

Los Jladll Gslaill agmngy clasleall Liaglgi€h diy A Javally (ol elaly dxieal) ddalad)
alyie s delell bl #Leadly cailyall da 8 &gl e U Gsleilly Gausiil) i
Ay lgrle Jumny o (Say () AY) aladin) ae dileglaall il Jals VLAY
huall aha¥l denh ae (LAl L 8)g pall Al Lyl SOl (any JlA)g
Adlias in e oSN LY Jlae b Al aclgdll SISy kgl ol Jals
Mghads vie Slie e 0y o (Sa e g AY)

1dalg) aady Cipaifa .2
dgalsal Daallal) 3sgall jujan 8 Adsy aedy Ciaize adatt DUA (e BaaTall ael] Cratl

O Gy g SSY) DAl AadlSal lad (o Oglad el () Comang csaliial) dshuadl cilangil

1aggall oda

:1990 Ll jaije .
e S ¢Oreymall Alalaes dapal) pie Jon Banial) ad¥) dadiiad (pall) el DA
s sslad (sl 13 (K5 cpulally Ayl aihall Gald (56 i (1990 ale ilsls
Ll GglE Ul aagy dubnad) Jhall ae Jalail) aoaiil dudall sggall daag
1(2010 Jupl) dusliadl Alaadly Layjadl aie diad .

sl e ey & Ailiall Alaally dasall piad sasiall adY) Liall 5yde Ll 550l b

I nternational Multilateral Partnership Against Cyber Threats (IMPACT):
https://en.wikipedia.org/wiki/International_Multilateral_Partnership_Against Cyber_Threats

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

325



https://creativecommons.org/licenses/by/4.0
https://en.wikipedia.org/wiki/International_Multilateral_Partnership_Against_Cyber_Threats

80 >a=ll

N slasd] (8 Jgal) awioVl Wlazill
Alad Bllaiad 48 lun 14 Joa Sluagi aiig ¢ ol el e Lahull AKEN slad
hall e poill 1a Aadl<al dlaliig

(2010)52a%5a)) adld o Laia¥ly (sabaiy) ulaall duls

[

Y ey Al cbaatl) il Ldle] duds e laa¥ly obai®)) ulad) parad
aad Ay ) ahdial (B Sl aagll e el Clanglly Gaslly ¢
Oe e cdldinall dalnall g all dgalsal dulsall gead) Buati B9 pa Ao Sl
Jolall o 1aSly cdioia cllaiad Gl dadsl) ledlsey Cilangl) 03] Jsall Uil ¢
akls Lo lea claagliiad by ) cpely (LS aa3 o) L jdl) cle ) ol 43a1)

i) Claagil) s Aoasal) ASpydl L) &
" ahmall Glaagil) s dnawil) ASDAN 50k santall aeY] el assgall flall ] b
aed o dary sanidl) aaY) (e ase e QLS Jg) daliiall 028 245 <2009 Hle(IMPACT)
sliac V) Joall 4l sae Lusall apaiiy ¢ Joall (sleill laie 1t DA e Syed) GaY)
Al Glaagd) dgalsal

(2017):2341 &8 ¥} Gulaa 8 .2
sl dles Lo S (631 2341 a8 Dl Jsall a1 s pral (2017 b
dilag ilniliind puglsi ) sliae ) Joall SLal Lo cdabuad) Cilangl (1o dagaal) Al
18 3 Joally () Cglanll SuyaTs cdoig SSIYI Claagill e daad) dail) Al dpleal
2. Ol

(2019):247/74 a8, saaial) addl) B alaie) ¢
S les @ 247/74 &) ) sasiall aedld dalall Dpeeall cadicl 2019 ewss b

Aadl<e ol Alels Adsn 38l aung Cind dugunel) dagide £lg0 LaasSa ¢lpad dial Ui

(Q.\‘):\.\\) ) GQ)SJ (e )laa ‘ul}dm J\)A 1

Lihuad) Clangl) G Ahall Sl UAY\ LIKE s Gasll de dgenag clagl e a S e deal 2
pgiall K (el daals ralarg) 6020 ¢ b Al ) dabe Llad Aae (LA akll ol
14202 (2020 dasbel

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

326



https://creativecommons.org/licenses/by/4.0

Nl sladdl 0 Jgall dwwoVl wlasall T

Coslaall ayan ) Aiall) o3 Cangd cdsalia] bl el Laily cilasbaall Linslyi€s aladi
bl dihall ge AU Gbaaall aals (Joo A5 Ul yagkaiy Jsal)
(2024): &) mal) dasjad) AadlSal Banial) aaY) A8l slaie ¢
Cangs Ligild Aol suan Al sanial) aedl) dalall dunenl) irdicl 2024 jraws 24
lgin ued Cipaind Giliaglia aay alaiey) 1 els cduihuwd) Lol d88lSeg 2 )
LAl Joall dalss eyl elig ) acall jdgig Joall olaall ujes ) E8UEY1 Cangss
B i) Ao ysgal) 3
e eulzial) Lbmall lasill dgalsal Jsal) Cglaill o sasiall aa¥) a5l Sogall sda uSes
Lalle Llain Auscie aad Caaimgg due st il plie sasial) ae) cuilly cadlly clyaizall DA
) DoalBY) ggal) 2305y ¢ lgall aludly GV e dshnad) wihall A (e 2l ) Ciags ALl
Chlaly plal elis) e seall o3 Cpud 3 i) Glaagll (gaaill Joally ciladaiall Lelas
tasead) el 5l b Lad cAhuad) Sal) dailSal 48 CLalsl ads ) ALYl diaciie
s gl Cila Ll sduaBy) ageal) dunle cifglas (L) odkl) Jlad Cils daliia
ped i a3y dngulall Galeall Llaiedd 3ad ) BlaYl  Shad) g aall 5)lab dals
g il Jlae & el e Calall end LS by Cilangd Gy Al sliac ) lalill p
@ lly Gl B Guacadie elpd JSHall 8 aday (bisia] (A oje ¢ gladll )
(Ll cLalall Ll (LY cligial @ 5 1agd daclal) ol Jadig ¢ Shuedl (a¥) Jlae
sliac¥) olalill dacliall iyl 33 ) Caags 3sgall 028 o clibandy (ASlislall A )pganll
2 Ahuad) Glaagl) o dasyud) 3901 Ganaiis
Al g )0Y) el adie) sAdbued) affad) Glis Cwwlag 4Bl agudY) puaall Lo

Gl 28y g cdshuadl ohall G AadSal a9l SUAIS Lubuadl dhall Glis Caalag,

Llgall ilaglaall A<ud cAilpuall Aanyad) A<l £l Alin) adiad 5asall aedll Aalal) Lamanl) csasiiall aayl !

) Ll DA e dule Jpamal) (e <2025/1/2 iy gisall ) cass o(u )

https://www.unodc.org

A5 ddpuadl dapal) AailKe Jlae 8 Gobaall lead o1 Alial) ddayall Aol daliiall el plgdl) 2
https: //www.interpol.int/ar/4/6/6 :all Ao (i) ddgall Cilagladll

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

327



https://creativecommons.org/licenses/by/4.0
https://www.unodc.org/
https://www.interpol.int/ar/4/6/6

Nl sladdl 0 Jgall dwwoVl wlasall T

Ml Jue il e 38V 350 cdadagll Lgilaloa) il leanSs Jeall (Say Laadgal 4153l
A pad) gl Gans Jdadi Y gl (Sl poy ceWLa) Galjicls (Aajdll) Sl e
O ol Qoglal) anih Ll (e a2l ey ccupdilly g S Gannal) Jia Dol _ASY)
byl Aallae gaiatl Filas 53 53n LaahiY) Lgih o V) cAacal) Aihanaad) aihal) aas DAa
2001 ebss b lgple wdgill Qb gz A ABlaY) of SHL s ol e ksl
Llgys) gla (e i sanly Alpn @lld b Lay dah g (D 8 (e gl (33a
ol AaY) LB cASH) QDA pe baad) GaY) i re¥laBdU ) sy g
Aalaial) o lially ilasleall (38515 pen Cings S SN Garadie 3 sLail Y LaU
dgalse b Lgullad 52Lys ASA K acal Ciliagi dae) e @il den ¢ bl eV
S laslin) gkl Jall g Galaill ujas & paled Saluall 638 ) byl Cilaagil)
24009 Y Gileagll gaaill 5.1€
U9 e AU ol u3an ) Joal) lams nas 1Algall Clshdl) (pa gz 3lad 1 ALY Crglail) .8
O b=l oria sl cchaliall s3a 3l ey cdihund) cibasill dgalsal (g1
Gl b ] Y Geriall Cangs 2013 seGEOC) ) canl Jis zisS ziss (sleaids
3 ehuadl a5 a1 LD lallall lall asle @l L Le cdadtiall Laslsiil)
o g 4l V) Jlad) 3a 8 Aol Asal) 3sgall e a2l o ¢ Lae Bl
e sl el @slis plans ) Aans )l el g actodl) auagl aasgn B ol adinal
Aihuall Claagl) (e and) ) daall ddsilly daaeY) 3sgall abaind g ¢ ol ally UaY)
sladll b gl (alpeiad ) QN1 (65 pall (e 4ld ¢ Joall adinall 8 Shmad) (Y alai
Jadi lly «Jsall & Silagll ol danlgiSall eyl dles ) g SSIY) @ al) Cangy ¢ Suaud)
o A ) Al o Seal) ) Al olge Agiaill Ay ¢ gl ClSudig ¥ Laly) Jaglad

Laals (94) 222l cdacbonadl aslally 2La@Y) LIS Alaa ¢ Jgall alaill & Joailly iyl oY) el Jlaa 4 !
199u4 2023 ¢5ya all
2 Telecommunication Standardization Sector (ITU-T)c Focus Group on Smart Grid (FG

Smart)c www.itu.int/ITU-T ffocusgroups/smart

www.gocapitalgp.com/strategy « What is GEOC®) GEOC: GoCapital & Eoc official website

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

328



https://creativecommons.org/licenses/by/4.0
http://www.itu.int/ITU-T/focusgroups/smart
http://www.gocapitalgp.com/strategy

80 >a=ll

N | slasd] (s Jgall dwioVl Obasll
OeY) Gaindg e b Cillaal Algd 8 aaley Lee AN diaaY) @ld Lgand) bl ol Y
L AEISy Jalis I8 g S ¢ Wall Claal awaaty Gialpwind (Sa o Lady Joall i)
Aagiyall gl alill auen (el AopSuand) CalaaY) Lles Jodi 1A Sual) GilaaY) las —
Aalu) dng ol ) Sylasally oSaall alasg 48)ally Y adas e Vo cduSaal) cilileally
090 oo il e saball AT Aalal) Gadls Gl Jady LS el all VL) ¢ Uiy
Llaall oo gy celld ) ALYl Aoyl Lagloisal) o o€ I ades Al ¢l
B Gadliial Ba Jio ) cigel) A8l clasa fia cdogaally & Coall cilinal Jodad
Gl el (g daaal @llia dilaal) 038 o (pag ¢ g ASY Ga) Cslaal (i
cela) Jia daludll @lgill 2l Jon dbiadi leglae Joadi illy cdulall 43Sl
Se e daiamdall LaY) SUI culs ) oGl Jaly Casllaglly cculoyally el
Jie aluall 330 Gilaglas ) 4i myaan g2 Jsnay (6 g A leall oda oxus celly
o3 (pali ) cAalall aaygis cclsdll L) Jaiha g cAalul) Gilesaals bl cilla ghis
GV Ahuadl Slaagd) Ga dsal) Blens 4 Sand) Sblead) Ak oy Ligaal) ealial)
ey ly due i) bk lyaY) Chagiud
B Algy (Y Ll SN e dapall dnanl) Al 2 rdaal) dbadl) Al Llas —
Y iy dpasdl Blall s lgle adiey ) Digall el (o degana Jodi
2l g Y 8RN A Cilangl) (e Gl 038 dules Gl QA ¢ bagll (1Y
sl dle b Dl
Olacal Lgy ddag pal) Al dailly Jlail) lads el 2 3 eV Lai¥) g Uad Lleal) Jods —
S WS Jaall g Ao i 38 Jadasd (gl ey ecibanially D8V oy Jaalsill Al paiad
53 Aeadiesal) Gl Aaailly aled) Jall s dady il ccDlalsall glhad ) elld

Poal IS Jaml) dulhain) Gaca Les gilsally Ghalally el AS5a

56-550a 0S5 (s rean ¢dySanl) ilansiall Ashuadl laagdl) ols dald Gl !

146a 05 G sras (@l syl e dsenag clagll de S ae daaf 2
This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

329



https://creativecommons.org/licenses/by/4.0

80 >a=ll

N | slasd] (s Jgall dwioVl Obasll

aallally +LeSIl DU slae) Guled a3 S (ABUAY cllana (Lol dpcst 1) alaa) o e —
ol A8 ¢ Uil aae Cpanay Ay SV Cilang) (o Leilan ccileUadll paan Jerdil 4o DU)
LiagSal) bl ao)gd dileal) Jads clld ) d8leaYl clgall o Jaiin 3l sS Lgaladiind
Plazad gl s 53 Jgaz Las cdlgally Cpibalgal) Gads dulis Glasbee o g5iad
Labilud) sl

i o st S Adllal) cilaally dgill ) s dglealls ol Jlae 8 W —
b padl Glbleal) 3l5a) aie i) s Gaeli o) cAullad) lleall 513 5aiee duad,
Gladd el o GBS A Bl gl i Al AelalY) Jaes o (Jlga) Ay
dakl e (pibalgall daadyl) Gilerdll andi o Gl T25a cansal ) AGIA cilagSal)
Hisal @ zhasaly g S adal)
Lliall polad jemie (& i Alle 3yne o A all Ll Ll Llea 8 ¢ Sl
ALl iy ¢plalsall aalh) dilang canlu) leadl) Ay lyainn) lasas ¢ agil) (1Y) e

cJsall byl gl B} (& daadiall Clasgll a4y taig Ay cupald) cilaag asd —
dlen b aalon Lee cclangl) o3gl 4ualall agladll (pals 8 39 5SIY) g 8} dage Jias 3
et g ) ALYl olae S5 asnel ledayd vie dlgall Al ill) CalaaY)
cpsag)) dan 2aT Ligreng pladlly Lgutl) (3aat) Aal Classll 3 5))

i) Al Ao 39 SV agngll A BaLy IS (pe Sl iy 1 Ag A Al (Gaiad —
S 13ga B8y bt ) ¢l a) Cuncay aiail Baad Aig <)) g lis Akl gk e
pdlun Laa clajolias aatg duig piSTY) Cilang) s ihya8 ju3a0 i Jody LS clgale lall
S 3seall atys cilpall o Lliine Slaad G oo dedys aadd) C)E o il 8
G ekl oY) bl Glaagll aa dllad el Gl sl Jsal) Ll

Csanln W2y cibiles G 122 cegiiall Ay Y] Slengl) A5 (o CadS 8AY) Clgiud)

166u4 H:)S.J Cg.w ).LAA s‘gﬂ\ (‘J\u u\})A 1
This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

330



https://creativecommons.org/licenses/by/4.0

Nl sladdl 0 Jgall dwwoVl wlasall T

daaal 9 M (53l mmasl) 138 (Jsall (g Fagene duig S CBlan ) Vsnas 436 B3 593
Ddai 4y cloSY1 (30 Yoy i) g Bl e i€ i) £ 20
3 Alad o) il e Y gl acs (g9 piall o il cdiall cbaaill Jla 8
Gliee Claas sl Cleluiely Hlall Cuiaty glhuall Gkl sl dead @ilse Gls ) gyl Ciagg
ash V) dalgall che il b sadill g o)l ae Shuadl sliadll b e 3l asgie 4lin (e a2l e
(g5l g Bl A Jlall s LS AT Gyl e ol eloadll calylaV) oY e V3 (e alisy
Aihaadl Gleagl) joa Al ) dpalad Bl g 5SS gl 3ad amay &b e 30
calelyall aixs ) (535 L casngll ran Sl gl aaleal) disp aaan Canall e daad Al
sliadll ()gariien cpdll ciaasSal) ye cilgall of Jsall (s elgms ccplelall sans 8 cclly ) dsleay s
2ol ) aal ae gyl YLl e uh Aol agilelya 8 )
ol s o st ¢ Apally atiY) Gsiddl e Jpall cr ciledyually sl ol aas
daloall cilgal) ool i ae duals clgilelia 5 G 8IS dag ) g all e aliie JSa
Ma3) Joall (e ooty haad) sladll e AU gl b oacladl 13 o ApesSall e
238 (o gt Loland dygf dpelhy A pokay o S5l ae (Jlaall 138 3 LgSolas Javial il
bl &6 e adiey B Shhwad) ) o ) 5LEY) oSa alaiall 138 Gay ccilaagl
B DA e lgbiadi s dans)
Ladiia (Sensors) lediul sgal alatial Pl e clld 5 rclaagl) g8 Sual) C2iS o
Lol gl vyl dnhliann) Cilaglaal) Cialags ) A8LaY L ccliulally el clSadl) e
Agaloa el Sall ColSll aa iy cAldine Lihue Clesa o Bdge jiiag B oanda e
Adagiad) Ll o A<l e g of U8 Wilgialy Cileagll ol
¢ (White Worms) sleandl clauall’ Hés e mgil) o adiny 1 Bliadd) (bl asagl) @

Glaad G b aadiad o J ey sleall clasdanll GLESY daacas 5yshiia zaly A9

s fale Al dadgal Jihe 1 updally gatall () 3 cati) Gad el 3agil) uns oSl dens !
202197 = (2022} askell 208 ¢ bomgal) daala :daasall ¢35t

sty jaadl 2

10002 2 G siamn iy Sonal) il gall Aol gl ol il gy ?

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

331



https://creativecommons.org/licenses/by/4.0

80 >a=ll

N | sladl S Jgal) @uioll Glasill

Llia) & aaln Lea cialill Cilnayig clsal ey gaball 038 o LS cdlaing dihu

ol Baliae Lt iSl) dand i ey Lay ¢lgadiia s L )beas 3ty Cilengl) Cillalade

" (Hack—back). cuSall 3yl aubs

cle Agall L sl i) Calaal) cliga it sl 138 (acay tpladlly cliaYly Julail) e

gl aladialy elld 2 lgilial ol ) Jouagl) ailglan ol aaddl ety ccugy)

o el Las dlgle Capatl) ) (o Juady CilaeY1 ke s ) glaslly 4l

ealgall iy sl Caagll e olat) cunds

el (Y o 5u€ U0 adiin diid) Gigsn of iy el 3 pla
12 coliailly sally paally all (8 Lol daluY) dadail @l Lo (gSuall mlaall eV laa b
Jalail) (3lag alaal) daarl duwgal) 568 o adiad ducal bl iy ) Ajedd) dals Jsanw 4agill
pladl dalad) daayd) (sSisy danliaal) cilaiilly Lgadling lblead) dalas ol ) ALYl (lgas
Lilagleall 5)5ill (gysmall joall 5 S (g)Suall @oll Gaaly Jifisal gy il paas S
ekl dayy b Jicy Jo¥) omendy culelal Ao cBiaal) dpSual) Aol Aol 8 AdLaY )y
58l et S dsal Jla¥) Jiliss DS G sl Bln T oS5 ol e elgun o Lig S daliy)
Gldeall g aily Ahaall G padss 8 A oSG dalad) Wl ey o aSaall 5ol
calaa S \gilial d83g \gie yg Aalal) daail (a0 52L) Aags Sl i Susall

4aailal)

sl Y] 4 dalgy Gt Ulane racal 8 ) sliadl) o ey canil) 138 s b

o2 O xay clgigalsal dllid Cilanghiul ookl daldll dalall 5y dgise e cbiaad Jeall
Gaaar! Gaaly Woa Gglan callats aganll 5yl Wginuada o W) ¢dlgn JS0 dnlaa cibiaas S5 cilanagil)
Al lga) Y i S elh Ll Joall i e 8 asgall sda Luaal el ¢ Shuadl (1Y)
el Ak e julae dlia 8 3sall 038 aalid LeS ¢l jian Ciluagill dgalsd sl
dggadl 038 j3en Ry b aag dpad)l) dmanll dudl Aleld dles jégig dnhud) 2iball (o)

Gilabinl b 30 Jsla gy Gig 51 Clangd) il 8 apad) olatl) 2SIl Gy yuin

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

332



https://creativecommons.org/licenses/by/4.0

Nl sladdl 0 Jgall dwwoVl wlasall T

Jaally ol ginbies o Bliall s (358 Gaal Joall CanlSS 85 pm Candl 130 358 ¢ yumall
b Golad ayd macal ds ehld dey o el 563 o At ppnnd) Slianll dgalsdl o leal
(las iy cpalaril) ¢ Lin gl i€l 8 Pyatiane Hlaics) Gy Callaing g jlusia oy yoas o Lgislany Jsal

) elondl) 8 altiney (el Qifions Glacal 5K sl Oslall Su3e3 cuila )

References:

1 .Tagreed Moein Hassan, The Military Impact of Cybersecurity on the Political Geography of the
State, Journal of Geographical Research, Issue (30), (Iraq: 2019), p. 240.

2 .Mona Abdullah Al-Samhan, Requirements for Achieving Cybersecurity for Administrative
Information Systems at King Saud University, Journal of the College of Education, Mansoura
University, Issue (111), (Egypt: 2022), p. 9.

3 .Sally Saad Muhammad, Cybersecurity and the Role of Universities in Promoting It among Students,
Hammurabi Center for Research and Strategic Studies, (Iraq: 2022), p. 2.

4 .Salim Dahmani, The Impact of Cyber Threats on National Security: The United States as a Model
(2001-2007), Master's Thesis submitted to the Faculty of Law and Political Science, Mohamed Boudiaf
University, M'sila, Algeria, 2018, pp. 32-33.

5 .Mayar Adel Fathi - Taqi Hamid Moawad, The Role of the Russian Political Leadership in Promoting
Cybersecurity (2012-2023), (Germany: Arab Democratic Center, 2023), at
https://democraticac.de/?p=90695.

6 .Mahmoud Muharab, Israel and Cyberwarfare: A Reading of the Book "War in Cyberspace: Trends
and Impacts on lIsrael," a book review series published by the Arab Center for Research and Policy
Studies, 2011, p. 1.

7 .Hamdoun Touré, Cyberspace and the Threat of Cyberwar: The Search for Cyber Peace, International
Telecommunication Union, January 2011, pp. 9-12.

8 .Belfred Lotfi Amin, Cyberspace: Engineering and Actors, Algerian Journal of Political Studies, June
5, 2016, pp. 145-155.

9 .Pascal Yunivas, Geopolitics: A Comparison to Understand the World in 48 Articles, translated by
Ayad Issa, Syrian General Book Authority Publications, Syria, 2010, p. 81.

10 .Joseph Hetron et al., War and Strategy: Approaches and Concepts, Vol. 2, translated by Ayman
Mounir, National Council for Culture and Arts, Kuwait, 2019, p. 71.

11 .Muhammad Saeed Al-Amri, Adel Abdullah Hamid, Muhammad Al-Amin Al-Bishri, Cybersecurity
and Digital Investigations, Abu Dhabi: United Printing and Publishing, 2021, pp. 23-23.

12 Mustafa Ibrahim Salman Al-Shammari, Cybersecurity and Its Impact on Iragi National Security,
Journal of Legal and Political Sciences, Volume (10), Issue (1), College of Law and Political Science,
University of Diyala, 2021, p. 156.

13 .lhab Khalifa, The Growing Cyber Threats to Military Institutions, Events Trends Journal, Issue
(22), 2017, p. 56.

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

333



https://creativecommons.org/licenses/by/4.0

Nl sladdl 0 Jgall dwwoVl wlasall T

14 .Salah Mahdi Hadi Al-Shammari and Zaid Muhammad Ali Ismail, Cybersecurity as a New Pillar of
Iraqi Strategy, Political Issues Journal, Twelfth Year, Issue 62, (Baghdad: Al-Nahrain University,
College of Political Science, 2020), pp. 278-281.

15 .Hamdoun I. Touré et al., Research on Cyber Peace, International Telecommunication Union,
Geneva, 2011, p. 7.

16 .It is advanced malware used in targeted cyber attacks. It is believed to have been developed by
specialized entities to launch espionage or sabotage attacks against sensitive targets such as government
institutions or large corporations.

17 .Hussein Bassem Abdul Amir, Cybersecurity Challenges, Center for Strategic Studies, University of
Karbala, International Information Network (Internet), at the link:
http://kerbalacss.uokerbala.edu.ig/wp/blog/2018/05/17/%DD9%8A/

18 .Yasmine Balasal Bint Nabi and Al-Hussein Amroush, Electronic Threats and Cybersecurity in the
Arab World, Numerus Academic Journal, Issue (2), 2021, p. 171.

19 .Marwan Salem Al-Ali, "Strategic Challenges to Iraqi National Security in Light of International
Changes," Tikrit Journal of Political Science, Issue 20, (Tikrit: Tikrit University, College of Political
Science, 2020), pp. 58-61.

20 .Karar Abbas Mutab, "Cyberwar: A Study of the Strategy of Cyberattacks between the United States
and Iran,"” Hammurabi Journal of Studies, Issue (40), Hammurabi Center for Studies, 2021, p. 198.

21 .Ihab Khalifa, "The Rise of Cyber Threats to Military Institutions,” op. cit., p. 57.

22 .l1hab Khalifa, "Post-Information Society: The Impact of the Fourth Industrial Revolution on National
Security," Al-Arabi for Publishing and Distribution, Cairo, 2019, p. 114.

23 .Murad Mashwash, "International Efforts to Combat Cybercrime," Al-Wahat Journal for Research
and Studies, Issue 2, 2019, available online at: https://www.asjp.cerist.dz/en/PresentationRevue

24 .Abbas Badran, "Cyber Warfare: Engagement in a Changing World," 1st ed. (Beirut: Center for Arab
Unity Studies, 2010), pp. 27 ff.

25 .Ahmed Abdel Karim Abdel Wahab and Mahmoud Abdel Rahman Khalaf, "The Problem of Iraqgi
Cybersecurity Between Cyber Threats and Restrictive Regulation of Freedoms," Political Issues
Journal, 12th Year, Issue 60, (Baghdad: Al-Nahrain University, College of Political Science, 2020), p.
142.

26 .United Nations, UN General Assembly adopts historic convention to combat cybercrime, Internet,
accessed on January 2, 2025, available at: https://www.unodc.org

27 .The official website of the International Criminal Police Organization (INTERPOL), Cooperation
Services in Combating Cybercrime, Internet, available at: https://www.interpol.int/ar/4/6/6

28 .Heba Gamal EI-Din, Cybersecurity and the Transformation of the International System, Journal of
the Faculty of Economics and Political Science, Issue (94), Cairo University, 2023, p. 199.

29 .Muhammad Akram Mohsen, The Cyber Threat to Regional Security in the Twenty-First Century:
Israel as a Model (unpublished master's thesis, Mosul: University of Mosul, College of Political
Science, 2022), pp. 197-202.

30. Ihab Khalifa, The Growing Cyber Threats to Military Institutions, previously cited source, p. 100.

This is an open access article under the CCBY license CC BY 4.0 Deed | Attribution 4.0 International
! | Creative Common" : https://creativecommons.org/licenses/by/4.0

334



https://creativecommons.org/licenses/by/4.0

